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OINIPEJAEJIEHUA

B HacTos1eM T0KyMEHTE UCTIOIB3YIOTCS CIEAYIOIINE TEPMUHBI U UX ONPEACIICHUS.

ABTOMaTH3MPOBAHHAsI CHCTEMAa - CUCTEMa, COCTOALIAs M3 IEpCOHaa U KOMIUIEKCA CPEACTB
ABTOMATH3allUM €ro JIEATENIbHOCTH, peanu3yomas HH(QOPMAIMOHHYI0 TEXHOJOTHIO BBITOJHEHHUS
YCTAQHOBJICHHBIX (DYHKITUH.

AyTeHTHGUKAIMSA OTIPABHUTEIS] JAHHBIX - IOATBEP)KIEHUE TOrO, YTO OTIPABUTENH IIO-
JyYEHHBIX JAHHBIX COOTBETCTBYET 3asIBICHHOMY.

Be3onacHoCTh MEePCOHATBHBIX JAHHBIX - COCTOSHUE 3aIIUIICHHOCTH MEPCOHAIBHBIX JIaHHBIX,
XapaKTepu3yeMoe CIOCOOHOCTBbIO TOJb30BaTeNiel, TEXHUYECKHX CPEICTB U HMH(GOPMALMOHHBIX
TEXHOJIOTHI 00ecTeuynTh KOH(PHUIECHIINATILHOCTb, LETOCTHOCTh U JOCTYIMHOCTh MEPCOHAIBHBIX JaHHBIX
npu ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMaX MEePCOHATbHBIX JaHHbBIX.

buomeTpuyeckue mnepcoHa/bHbIe JaHHBbIE - CBEACHUSA, KOTOpPbIE XapaKTepHU3YyIT (PHU3NO-
JIOTHYECKHE 0COOEHHOCTH YeJIOBEKa U Ha OCHOBE KOTOPHIX MOKHO YCTaHOBUTH €T0 JIMYHOCTh, BKIIFOYAs
¢dororpaduu, oTmevaTKU MajbleB, 00pa3 CETYaTKHU TIJa3a, OCOOEHHOCTH CTPOCHHUS Telda U JPYTyIO
noJ00HYI0 HH(OPMAIHIO.

BiokupoBanne nepcoHANbHBIX JAHHBIX - BpEMEHHOE IpeKpalleHue coopa, CUCTEMaTHU3allny,
HAKOIUIEHUS, UCIIOJIb30BAHMUS, PACIIPOCTPAHEHUS, IEPCOHATIBHBIX TAHHBIX, B TOM YUCJIE UX MEPEIadH.

Bupyc (koMIbIOTepHBbIH, MPOrpaMMHBII) - HCIONHIEMBIM NPOTpaMMHBIA KOJI WIW HWH-
TEPIPETUPYEMbI Ha0Op HHCTPYKIHA, 00NaJaromuii CBOWCTBAMHM HECAHKIIMOHHPOBAHHOTO PAaCIpO-
CTpaHeHusi M camoBocnpousBeneHus. Co3maHHble TyOnMKaThl KOMIBIOTEPHOTO BHpYyca HE Bceria
COBIAJAIOT C OPUTHMHAJIOM, HO COXPAHSIOT CIIOCOOHOCTh K JajbHEWIeMy paclpOCTpaHEHUIO M ca-
MOBOCIIPOU3BEICHHIO.

BpenonocHasi mporpamma - mporpamMma, IMpenHa3HAadeHHas Ui OCYIIECTBIICHUS HECAHK-
IIMOHMPOBAHHOTO JIOCTyNa W (WJIM) BO3JACHCTBHS Ha TEPCOHAIbHBIC JaHHBIE WJIH PeCcypchl MH(pOpMa-
IIUOHHOM CHCTEMBI IEPCOHAIILHBIX JTaHHBIX.

BcnomoraresibHbIe TEXHUYECKHE CPEACTBA M CHCTEMbI - TEXHUYECKHE CPEJICTBA U CUCTEMBI,
HEe MpenHa3HAuYeHHbIE IS TMepenadd, OOpabOTKM M XpaHEHHs MEPCOHAIbHBIX MAaHHBIX, YCTaHaB-
JMBaeMble COBMECTHO C TEXHHUECKUMH CPEJICTBAMU U CHCTEMaMH, MTpeJHa3HAYCHHBIMHU JUIs1 00paboTKH
NEPCOHANBHBIX JAHHBIX WM B MOMEHICHUSX, B KOTOPBIX YCTAHOBICHBI MH(OPMALMOHHBIE CUCTEMBI
NEPCOHAJIbHBIX JAHHBIX.

JlocTym B ONeEpalUOHHYI0 Cpely KoMINbiOTepa (MH(OPMAIMOHHOW CHCTEMBbI MeEpPCo-
HAJbHBIX JTAHHBIX) - TTOJyYeHNE BO3MOKHOCTH 3aITyCKa Ha BBHITIOJHEHHE IITATHBIX KOMaH/, (PYHKIINH,
MIPOIEAYP OTIEPAITMOHHON CHCTEMBI (YHUUYTOXKEHHSI, KOTMPOBAHUS, TIEPEMEIICHHUS U T.I1.), UCTIOTHAEMBIX
(baityioB PUKIIAIHBIX TPOTPAMM.

Joctyn K nHGopMAaIUH - BO3MOXXHOCTb ITOJTy9eHUST UHPOPMAITUH U €€ MCTIOTH30BAHMS.

3akJIalo4HOE YCTPOICTBO - 3JIEMEHT CPEJCTBA CheMa MH(POPMAILMH, CKPHITHO BHEIPSIEMBIN
(3aKampIBaeMblii WM BHOCHUMBIN) B MeECTa BO3MOXXHOTO cheMa HH(popMamuyd (B TOM 4YHCIE B
OrpakJeHHEe, KOHCTPYKLHUIO, 000pyI0BaHUE, IPEAMETHI HHTEPhEepa, TPAHCIOPTHBIE CPECTBA, a TAKKE B
TEXHUYECKHE CPEICTBA M CUCTEMbl 00pa00TKH HH(POPMAIIUHN).

3ammumaemas nugopmanus - nHbopManus, ABIAIOMAACA TPEAMETOM COOCTBEHHOCTH U TMOJ-
Jexalas 3aluTe B COOTBETCTBUM C TPEeOOBaHUSIMHM IPAaBOBBIX JOKYMEHTOB WM TpeOOBaHUIMH,
yCTaHaBIMBAaEMbIMU COOCTBEHHUKOM MH(OpMALIHH.

HNnenTudgukanusa - npucBoeHue cyObeKkTaM U OObEKTaM JIOCTyHa HJIEHTHU(UKAaTOpa U (MIIH)
CpaBHEHHE TIPEIBIBISIEMOT0 HICHTU(PHUKATOPA C TIEPEUHEM IPUCBOCHHBIX HICHTU()HUKATOPOB.

NudopMaTuBHBINH CHIHAJ - DJIEKTPUYECKUE CHTHAIIBI, aKyCTHUECKHE, DJIEKTPOMArHUTHBIE W
npyrue (GU3NYeCKue IO, 1O TapamMeTpaM KOTOPBIX MOXET OBITh pacKpbiTa KOH(HIEHIMATbHAS
nHpopMaIus (MepcoHaIbHBIE TaHHBIC) oOpabaThiBacMas B WHGOPMAITMOHHON CHCTEME TIEPCOHATBLHBIX
JTAaHHBIX.

Nudopmanmonnas cucrema mnepcoHaabHbiXx aAaHHbIX (MCIIH) - wuHbOpMannoHHAS
CUCTEeMa, NPEJCTaBIsAOMAas cOOONH COBOKYIMHOCTh IMEPCOHANbHBIX JAHHBIX, COAEpXaluxcs B 0Oasze
JAHHBIX, a TaKkKe HH(OPMALMOHHBIX TEXHOJIOTUH M TEXHHUYECKHUX CPEACTB, MO3BOJSIOLUIMX OCYIIE-



CTBJISATH 00pabOTKy TaKUX MEPCOHATBHBIX JAHHBIX C HCIIOIB30BAHUEM CPEJICTB aBTOMATH3AIUU WK 03
HCTIONIb30BAaHHS TAKUX CPEACTB.

HNudopmanuoHHbIe TEXHOJIOTMHU - MIPOLIECCHI, METOBI TIOUCKA, cOOpa, XpaHeHHs, 00pabOTKH,
MPEA0CTaBIICHHUs, PACIPOCTPaHCHHUS MH(DOPMAITUK B CITOCOOBI OCYIIECTBICHUS TaKMX MPOIECCOB M Me-
TOJIOB.

Hcnoab30BaHHe MePCOHANBHBIX JAHHBIX - JCHCTBHA (Omepalnuu) ¢ MepCOHAIbHBIMH JIaH-
HBIMH, COBEpIIa€MbI€ ONEPATOpPOM B IIENSAX MPHUHATHUS PEHICHUI WM COBEPIICHHS WHBIX JCHCTBHIA,
MOPOXKIAIOMINX FOPUINYECKUE TOCIEICTBUS B OTHOIICHHH CyOBEKTa MEepPCOHATBHBIX JAHHBIX WIIN
JIPYTHX JIII JIMOO MHBIM 00pa30M 3aTparvBaroluX MpaBa U CBOOOBI CYObEKTa MePCOHATBHBIX JaHHBIX
WIN IPYTHUX JIUIL.

HcTounuk yrpo3nl 0e30nacHoCTH MHGpOpMaNUU - CYObEKT J0CTyIa, MAaTePUAIbHBIN 00BEKT
I (1)I/ISI/ILICCKOC SABJICHUC, SABJIAIOIINCCS HpH‘IHHOfI BO3HUKHOBCHHA  YI'PO3bI 0€e30macHOCTH
uHbOopMaIuu.

KonTposmpyemas 30Ha - IpOCTPAHCTBO (TEPPUTOPHUS, 3[aHUE, YaCTh 3[aHUs, IOMELICHUE), B
KOTOPOM HCKIIIOUEHO HEKOHTPOJIMpyeMoe IpeObIBaHUE NOCTOPOHHMX JIMI, a TAaKXKe TPAaHCIIOPTHBIX,
TCXHUYCCKUX U MHBIX MATCPUAJIbHBIX CPCACTB.

Kon$uaeHuuaIbHOCTh MEPCOHAIBHBIX JAAHHBIX - 0053aTENbHOE I COOMIOIEHHS OTepaTo-
POM HWJIM MHBIM TOJYYMBUIMM JOCTYH K MEPCOHAIBHBIM JaHHBIM JIMIIOM TpeOOBaHUE HE JOIMYCKaTh UX
pacmpocTpaHeHue 0Oe3 corjacus CyObeKTa MEpPCOHAJbHBIX JAHHBIX WM HAIWYHS WHOTO 3aKOHHOTO
OCHOBAHHUSI.

MeskceTeBO# IKpaH - JIOKaJIbHOE (OJHOKOMIIOHEHTHOE) MM (PYHKIIHOHAIBEHO-PACIIPEIeICHHOE
nporpaMMHoe  (TIpOrpaMMHO-aNIapaTHOe) CPencTBO (KOMIUIEKC), pealM3yloliee KOHTPOJb 32
uHpopmarmei, nocrynampomeii B HHOOPMALMOHHYIO CHUCTEMY HEPCOHAIBHBIX MaHHbIX W (WIH)
BBIXOJA11IEH U3 HH(POPMALMOHHONW CUCTEMBI.

Hapymnrenb 06e30macHOCTH NEPCOHAJbHBIX AAHHBIX - (U3MYECKOE JIMIO, CIy4aifHO WM
IpeHaMEPEHHO COBEpIalolIee AeHCTBUS, CIIEACTBUEM KOTOPBIX SIBISETCS HapylIeHHe 0e30macHOCTH
INEPCOHAJIbHBIX JAHHBIX IPHU HUX O6pa6OTKC TCXHUYCCKHUMU CPCACTBAMU B I/IH(bOpMaIII/IOHHI)IX Cucremax
INEPCOHAIbHBIX JaHHbIX.

HeaBToMaTu3upoBaHHasi 00padoTKa NMEPCOHAJBHBIX JAHHBLIX - 00paboTKa MEepCOHATBHBIX
JAHHBIX, COJIEpKAIIUXCs B MH(OPMAIIMOHHOW CUCTEME MEPCOHANBHBIX JaHHBIX JIMOO M3BICYCHHBIX M3
TAKOM CHUCTEMBI, CYHMTAeTCS OCYILECTBIEHHOH 0€3 WCIOJNB30BaHUs CPEICTB aBTOMATHU3ALUHU
(HeaBTOMATH3MPOBAHHOMW), €CIM TaKue ACWUCTBHUS C MEPCOHAIBHBIMHU JAHHBIMH, KaK HCIIOJIb30BaHHE,
YTOYHEHHE, PACHPOCTPAHEHHE, YHUYTOKEHHE NEPCOHANBHBIX JaHHBIX B OTHOLICHHU KaXIOTO W3
CyOBEKTOB MEPCOHAIBHBIX JAHHBIX, OCYIIECTBISIOTCS MPU HETIOCPEACTBEHHOM YYaCTHH YeJIOBEKa.

HeneknapupoBaHHble BO3MOKHOCTH - (YHKIIMOHAJIbHBIE BO3MOKHOCTH CPEJICTB BBIUMCIIHU-
TEJILHOM TCXHUKHU, HE OIIMCAHHBLIC WJIIM HE COOTBCTCTBYIOIIUC OINHMCAHHBIM B AOOKYMCHTAIIUH, IIPU
HCIIOJIb30BAHUM  KOTOPbLIX BO3MOHO HapyHICHHUC KOH(i)I/I,ZICHHI/IaJ'II)HOCTI/I, AOCTYIIHOCTH 201041
IEJIOCTHOCTH 00pabaThiBaeMOii HH(OPMAIHH.

HecaHKIIMOHHPOBAHHBIH AOCTYN (HECAHKIIMOHHPOBAHHBIE [EHCTBUSA) - JOCTYN K WH-
dopmanmu uiaM AeWcTBUS ¢ WHPOpPMALMEH, Hapyllarolue IpaBHja pasTPaHWYECHHUS JOCTyNa C
UCTIOJIb30BaHMEM  IITATHBIX  CPEIACTB,  MPEJOCTABISIEMBIX  HMH(MOPMALMOHHBIMU  CHUCTEMaMH
NEPCOHAIBHBIX JIAHHBIX.

Hocurear mHpopmMamuu - (U3NYECKOE JIMIO WIM MaTepUAIbHBIH OOBEKT, B TOM YHCIE
¢dusnueckoe mnosie, B KOTOpOoM HH(OpMaIMs HAXOAUT CBOE OTPAXEHUE B BUJAE CUMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHHUYECKHX PEIICHUH M IPOLECCOB, KOJIMYECTBEHHBIX XapaKTEPUCTUK (HU3HUECKUX
BEJIMYHH.

O0e3MYMBaHHE NMEPCOHAJIBbHBIX JAHHBIX - JEHCTBUS, B PE3ylbTaTe KOTOPHIX HEBO3MOXKHO
OINPEACINUTDb NPUHAJICIKHOCTD NEPCOHAJIbHBIX JAHHBIX KOHKPETHOMY CYGT)GKTy NEPCOHAJIILHBIX JaHHBIX.

O0padoTKka NepcoHAJBHBIX JAHHBIX - JICHCTBUS (OMepanuy) ¢ MEePCOHANTbHBIMU JTaHHBIMHU,
BKJIIO4ass cOOp, CHCTEeMaTH3alMi0, HAKOIUICHHWE, XpaHEHHE, yTOuHeHHe (OOHOBIIEHHE, M3MEHEHHE),
UCTIOJIb30BaHUE, paclpoCcTpaHeHWe (B TOM 4YHCIIEe Iepefady), o0e3nuyuBaHue, OJOKHPOBaHHE,
YHUYTO)KEHHUE NTEPCOHAIBHBIX JAHHBIX.

OO0wenocTynHble NePCOHATbHBbIE [aHHbIEe - TEPCOHAIBHbIE TaHHBIC, NOCTYI HEOIpaHHU-
YEHHOT'0 Kpyra JIMIl K KOTOPBIM NPEAOCTABICH C COrJlacHs CyOBEKTa MEPCOHANBHBIX JaHHBIX WM Ha



KOTOpPbIE B COOTBETCTBUU C (heiepaIbHBIMU 3aKOHAMU HE PAaCHpPOCTPAHSAETCs] TpeOOBaHUE COOJIIOIEHHS
KOH(UACHIINATHHOCTH.

Onepatop (MepCOHAJBHBIX NAHHBIX) - TOCYIAapCTBEHHBIH OpraH, MYHHUIMIAJIbHBIA OpraH,
IOpUIMYECKOe WM (pU3MUYecKoe JHIO0, OpraHu3yloliee Hu (MiId) OCYyLIECTBIsIomee 00paboTKy
NEePCOHANBHBIX JAaHHBIX, a TAaKKe OINpPENeNAIoNINe LEeNd U Coaep)kaHue oOpabOTKH IMepCcOHaIbHBIX
JTAHHBIX.

TexHnueckue cpeacrsa MH(POPMANUOHHON CHCTEMBbI NMEPCOHAJBHBIX TAHHBIX - CPENICTBA
BBIYUCITUTEILHON TEXHUKH, WH()OPMAIIMOHHO-BBIYMCIUTEIbHbIE KOMIUIEKCHI W CETH, CpEACTBA H
CHCTEMBI nepefauu, npuema u oopadotku I1/IH (cpencTBa M cucTEMBI 3BYKO3alMCH, 3BYKOYCHJICHUS,
3BYKOBOCIIPOM3BE/ICHHUS, TEPETOBOPHBIE W TENEBU3HMOHHBIE YCTPOWCTBA, CPEACTBA HW3TOTOBJICHUS,
TUPAKUPOBAHUS JTIOKYMEHTOB U JIpyre TEXHUYECKHE CpelcTBa 00pabOTKH peueBoil, rpaduyeckoid,
BUJCO- M OYKBEHHO-LIM(PPOBOM WHPOpMAIUH), MpOrpaMMHBIE CpeAcTBa (ONEpalOHHbIE CHCTEMBI,
CUCTEeMbl yHpaBieHHs 0a3aMH MaHHBIX M T.I.), CPEIACTBA 3alIUThl WH(GOPMALUU, MPUMEHSIEMbIC B
MH(GOPMAITMOHHBIX CUCTEMAX.

IlepexBaT (MH(poOpMAUMHU) - HENPABOMEPHOE MOJy4YeHHE HH(POpPMAIMU C HCIIOJIb30BAHUEM
TEXHUYECKOTO0 CpE/ICTBA, OCYIIECTBIIIONIETO OOHAapyXeHue, NpueM U o0paboTKy HMH(POPMATUBHBIX
CUTHAJIOB.

IlepconaibHble AaHHBIE - JM00as WHPOPMALUS, OTHOCSIIASCS K OINPENSIICHHOMY WU OI-
penensieMOMy Ha OCHOBaHMM TakoW HH(popMmammu ¢(uzndeckoMy Juiy (CyObeKTy NepcOHAIbHBIX
JAHHBIX), B TOM 4YHUClIe ero (aMuiIusi, UMs, OTYECTBO, I'OJl, MECSI, JaTa ¥ MECTO POXKACHUS, ajpec,
ceMeliHoe, COIMaJbHOe, MMYIIECTBEHHOE IIOJIOKEHHEe, OOpazoBaHHe, NMPO(eccHs, MOXOMAbI, Apyras
uHpOpMaIus.

IToGo4HbIe 31eKTPOMATHUTHbIC HM3Jy4YeHUS M HABOAKH - 3JICKTPOMAarHUTHBIE W3ITy4eHHUs
TEXHUYECKUX CPEJICTB 00pabOTKH 3amuinaeMoi HHGopMaIy, BO3HUKAIOIUE KaK TOO0OYHOE SIBICHUE U
BBI3BaHHBIC JIEKTPUUECKUMU CUTHAJIAMH, IEUCTBYIOIIUMHU B UX DJICKTPUYECKUX M MAarHUTHBIX IEMsX, a
TaK)Ke JICKTPOMArHUTHBIE HABOJKU 3TUX CHUTHAJIOB Ha TOKOMPOBOJSIINE JIMHUM, KOHCTPYKIIUU U TICTIH
MTUTAHUS.

IMouTHKA «4UCTOr0 CTOJIA» - KOMIUIEKC OPraHU3AI[IOHHBIX MEPONPHUATUN, KOHTPOJIUPYIOIINX
OTCYTCTBHE 3allMCHIBAaHUsI HAa OyMa)KHbIE HOCHUTEIM KIIOYed W arpuOyTOB [ocCTyma (mapojeit) u
XpaHeHHs1 X BOJTU3U OOBEKTOB JJOCTYIIA.

IMoab3oBaTe b HHPOPMAIMOHHOMH CHCTEMBI MEPCOHAIBHBIX JAHHBIX - JIUIO, YYaCTBYIOIICE
B (YHKIMOHUPOBAHUU HH(OPMAIIMOHHON CHUCTEMBI MEPCOHANBHBIX [aHHBIX WM HCIOJIb3YHOIIee
pe3ynbTaThl ¢ (PYHKIIMOHUPOBAHMUSL.

IIpaBuia pa3rpaHuyeHusi A0CTYNAa - COBOKYIHOCTh NPAaBWJI, PETIaMEHTHPYIOUIMX IpaBa
JocTymna cyOBbeKTOB AOCTyIa K 00BEKTaM AOCTYyIA.

IIporpaMmmHas 3akJjaakKa - KOJ IPOrpaMMbl, NPEIHAMEPEHHO BHECEHHBIH B INPOrpamMMmy ¢
[ENBI0 OCYIIECTBUTh YTEUKY, H3MEHHUTH, OJIOKUPOBATH, YHHUTOKUTh HH(DOPMAIIUIO WIIH YHUUYTOKUTH U
MOIU(GHUINPOBATh IPOrpaMMHOE obecrieueHre MH(OPMAIIMOHHON CHCTEMBI MEPCOHATIBHBIX JAaHHBIX U
(nm) GJIOKMPOBATH arNmapaTHBIE CPEICTRA.

IIporpammHoe (MporpaMMHO-MaTeMaTH4YecKoe) BO3JelicTBHEe - HECAHKIMOHUPOBAHHOE
BO3/ICHCTBHE HA pPECypChl ABTOMATH3HMPOBAHHOW MH(MOPMALMOHHOW CUCTEMBI, OCYILECTBIIIEMOE C
UCIOJIb30BAaHUEM BPEJOHOCHBIX TPOrPAMM.

PackpbiTHe NMEpPCOHANBHBIX JAHHBIX - YMBILIUIEHHOE WM Cly4yailHOe HapylleHue KoH(pH-
JEHIMAILHOCTH NEPCOHANIBHBIX JAHHBIX.

PacnpocTpaHeHue mNepCcOHANBbHBIX MAAHHBIX - JCHCTBHSA, HaNpaBlieHHblE Ha Tepeaady
NEPCOHAIBHBIX JaHHBIX ONPECICHHOMY KpYyry Jul (mepeaaya NepCOHANbHBIX AAHHBIX) WIM Ha 03-
HAKOMJICHHE C MEPCOHAIBHBIMU JIAHHBIMU HEOTPAaHHUEHHOTO KpyTa JIUIl, B TOM YHClieé 0OHapOJAOBaHUE
NEePCOHANBHBIX JAHHBIX B CPEACTBAX MAacCOBOM HH(OpPMALUH, pa3MelieHHe B HH(POPMAIMOHHO-
TEJIEKOMMYHHKAIIMOHHBIX CETSAX WJIM MPEJOCTaBICHHUE JTOCTYIA K MEPCOHATBHBIM JaHHBIM KaKUM-JTHO0
UHBIM CITIOCOOOM.

Pecypc undopmMannoHHoii cucTeMbl - UMEHOBAaHHBIN 3JIEMEHT CUCTEMHOTO, IPUKJIATHOTO HIIH
ammapaTtHoro odecriedeHus QYHKITMOHUPOBAHUS WH()OPMAIIMOHHON CHCTEMBI.



CnenmnajbHble KATErOPUM MEPCOHAIbHBIX JAHHBIX - MEPCOHAJIbHBIE JaHHbIE, KacaoLIUecs
pacoBoM, HAIIMOHAIBHON NMPUHAIJICKHOCTH, TOTUTHYECKUX B3IJISII0B, PETUTHO3HBIX WIH (HUIOCOPCKUX
yOeX)ACHU, COCTOSIHUS 310POBbsl U HHTUMHOM KU3HU CyObEKTa MEPCOHATIBHBIX TAHHBIX.

CpeacrBa BbIYMCIUTENbHOM TeXHUKH - COBOKYMHOCTh MPOTPAMMHBIX M TEXHHYECKUX dJie-
MEHTOB CHCTEM OOpa0OTKH JaHHBIX, CITOCOOHBIX (DYHKIIMOHHPOBATH CAaMOCTOSITEILHO HJIM B COCTaBE
JPYTUX CUCTEM.

Cyo0bekT goctyna (cy0ObeKT) - JTUI0 WM MPOIECC, ACUCTBUS KOTOPOTO PEriiaMeHTUPYIOTCS
NpaBUJIaMU pa3rpaHUYCHUs JOCTYIIA.

TexHHYecKHil KaHAJ yTedYKH MH()OPMAIMHU - COBOKYITHOCTh HOCHUTENS MHpopMaIuu (Cpen-
cTtBa 00paboTKM), (HU3MUECKOl cpeapl pacnpocTpaHeHHss WH(POPMATUBHOTO CHTHAJIA W CPEICTB,
KOTOPBIMHU JOOBIBAETCS 3alHIaeMasi HHPpOpMaIHs.

TpancrpannyHasi mepejada NepCcoOHANbHBIX AAHHBIX - TEpelaya MEePCOHANBbHBIX TaHHBIX
omnepaTopom depe3 ['ocynapcTBeHHyI0 Tpanuily Poccuiickoit deaepaliuu oprany BIacTU WHOCTPAHHOTO
rocy/apcTBa, (pu3nueckoMy Win IOPUANYECKOMY JIMIY HHOCTPAHHOTO rOCy1apCcTBa.

Yrpo3bl 6€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX - COBOKYITHOCTh YCJIOBUH U (DaKTOPOB, CO3-
JAIOUINX OTACHOCTh HECAaHKIIMOHUPOBAHHOTO, B TOM YHUCJIE CIIYYaiiHOT0, TOCTYIA K MIEPCOHATILHBIM JaH-
HBIM, PE3YyJIbTaTOM KOTOPOTO MOKET CTaTh YHHUYTOXXCHHE, U3MEHEHHE, OJIOKMPOBAaHHUE, KOIMPOBAHHUE,
pacmpocTpaHeHHe MEePCOHANBHBIX JAAHHBIX, @ TAKXKE WHBIX HECAHKIMOHWPOBAHHBIX JEHCTBHU NPH UX
00paboTke B MHOOPMAIIMOHHOM CUCTEME TTePCOHAIIBHBIX JaHHBIX.

YHHYTOKEeHHE MePCOHATBHBIX JaHHBIX - JICHCTBUS, B PE3yJIbTaTe KOTOPHIX HEBO3MOXKHO BOC-
CTaHOBHUTDH COJEPKAHUE MEPCOHAIBHBIX JAHHBIX B MH()OPMAIIMOHHON CHCTEME MEePCOHANBHBIX JTAaHHBIX
WIN B pe3yJbTaTe KOTOPHIX YHUUTOXKAIOTCS MaTepHaIbHbIE HOCUTENHU MEPCOHATBHBIX JaHHBIX.

VYreuka (ammmaemoii) uHGOpMAIMH MO TEXHMYECKUM KAHAJIAM - HEKOHTPOJIHUPYEMOE
pacnpocTpaHeHre HHPOPMAIMKU OT HOCUTENS 3alluIIaeMoi nHpopMauu yepe3 GU3nIecKyro cpeny A0
TEXHUYECKOTO CPEACTBA, OCYILECTBIISIONIETO MepexBaT HHPOPMAIIH.

Ya3BUMOCTB - c1a00CTh B CPEICTBAX 3aIIUTHI, KOTOPYIO MOXHO HCIIOJIb30BATh JUIS HAPYIICHUS
CHCTEMBI WU COZIeprKalleiics B Hell nHpopManuu.

HenocTHOoCTh MH(pOPMAIIMHU - CTTOCOOHOCTH CPEACTBA BBIUMCIUTEIHLHON TEXHUKH MU aBTOMa-
TU3UPOBAHHOM CHCTEMBI OOECIeYMBATh HEM3MEHHOCTh MH(POPMALUHN B YCIOBUSX CIY4allHOTO W/WIIN
NpeIHaMEPEHHOT0 HCKaKeHHS (pa3pyIieHHs!).



OBO3HAYEHUSA U COKPALLLEHUSA
ABC - aHTUBUpYCHBIE CPEICTBA
APM - aBromMaTH3upoBaHHOE pabouyee MeCTo
BTCC - BcnomoratenbHble TEXHUYECKUE CPEACTBA U CUCTEMBI
NCTI/In - nHbOpMaIIMOHHAs CUCTEMA MTEPCOHATBHBIX JaHHBIX
K3 - xonTponupyemas 30Ha
JIBC - nokanbHast BBIYMCIUTENbHAS CETh
MD - MexceTeBO# 3KpaH
HC]JI - HecaHKIIMOHUPOBAHHBIN JOCTYII
OC - onepanuoHHas cucTeMa
I1/Ix - mepcoHanbHBIE JaHHBIE
I[IMB - mporpaMMHO-MaTEMaTHYECKOE BO3/ICHCTBHE
1O - mporpammHOe obecrieueHne
[ITOMUH - mo6o4HbIE 3JEKTPOMArHUTHBIC U3ITyYEHUS ¥ HABOJAKU
CA3 - cucrema ananmza 3anuiieHHoctu C3U - cpenctBa 3amuThl

uH(pOpMaIUH

C3I11H - cucrema (oacUcTeEMa) 3alUThl NEPCOHABHBIX JaHHBIX
COB - cuctema oOHapyKeHUs BTOPKEHUN

TKVYU - rexHuueckue KaHajabl yTeukyd HHGOpMaluu

VYBII/IH - yrpo3sl 6€30MacHOCTH MEPCOHATBHBIX TaHHBIX



BBEJIEHUE

Hactosmas Konnenuust undopmaimonnoit 6e3onacHoctu UCIIJln MynunmmnaisHOro o6-
pazoBatenbHOro yupexaenus «Jlerckuii can Ne 110» MV "Vmpasnenue o6pa3oBanus" aIMUHUCTPALIUU
MOI'O "Vxta" (manee - MJIOY «Jl/c NellO») siBasieTcss opuIMANbHBIM JOKYMEHTOM, B KOTOPOM
ompejelieHa CHUCTeMa B3TJIOB Ha oOecrieuenne wuHpopmarmonHoi Oe3omacHoctn MJIOY  «Jl/c
Ne110». HeobxomumocTh paspabotku Konnenmmu 00yciIoBIeHa CTPEMHUTEIBHBIM PACITUPEHUEM CHEPhI
MPUMEHEHHUSI HOBEHIMX WH(GOPMAIMOHHBIX TexHoJoruii u mporeccoB B MJIOY «Jl/c Nell1lO», mpu
obOpaboTke mH(DOpManuu BOOOIIE, W MEPCOHANBHBIX JaHHBIX B 4YacTHOCTH. Hacrosmias Konmemmws
OTIpeieNIIeT OCHOBHBIE LM M 3a/a4d, a TaKkKe OOIIYI0 CTPAaTeTHI0 MOCTPOCHUS CUCTEMBI 3aIUThHI
nepcoHasibHbIX gaHHBIX (C3[1[JH) MOV «/I/c NellO». Konmenmus omnpenensieT OCHOBHBIC
TpeOoBaHUs ¥ 0a30Bble MOAXOIBl K WX pealu3alMy, s JOCTHKCHUS TpeOyeMoro YpOBHS
6e3onacHoctu uH(popmarmu. KoHuemnus pa3paboTaHa B COOTBETCTBUH C CHUCTEMHBIM IOAXOIOM K
obecrieyeHr0 WHGOPMATMOHHON Oe3omacHOCTH. CHCTEMHBIM TOIXOJ TMPEANoyaraeT MpOoBEACHHE
KOMILIEKCA MEPOIPUSATHH, BKIIIOYAIOIIUX HCCIEIOBAaHHE YIrpo3 HMH(MOPMAIMOHHON O€30MacHOCTH U
pa3paboTKy cucTtembl 3amuTbl [IJ[H, ¢ MO3UIMKM KOMILICKCHOTO MPUMEHCHUSI TEXHUYCCKHX U
OpraHU3aI[MOHHBIX MEP U CPEICTB 3aIHUTHI.

[Ton wnapopManmonHoit Oe3onacHocThio [1/[H MOHMMaeTcs 3alIMIIEHHOCTh NEPCOHAIBHBIX
JaHHBIX W oOpaOaTbIBaromiedl X HMHQPACTPYKTYpPE OT JIOOBIX CIyYalHBIX WIH 3JI0HAMEPEHHBIX
BO3/ICHCTBHIA, PE3yJIbTATOM KOTOPBIX MOXKET SIBUTbCS HaHeceHHe yumiepba camol MH(oOpMamum, ee
Biangensiuam (cyobekrtam [I/ln) wnm unHbpacTpykType. 3amaunm HHOOPMAIMOHHON 0€30MacHOCTH
CBOJATCSI K MHHUMH3AIMU yliepOa OT BO3MOXKHOW peanu3auuu yrpo3 6ezomacHoctu I1/{H, a Takxke k
NPOTHO3MPOBAHUIO W TIPEAOTBPAIICHUIO TaKWX Bo3AeHCTBHHA. KOHIENIuS CIy)KUT OCHOBOW st
pa3pabOTKU KOMIUIEKCA OPraHU3alMOHHBIX U TEXHHMYECKHX MEp M0 00ECIeYeHUI0 MH()OpMAIMOHHOW
6e3onacioctu OMIB (OMCY), a Takke HOPMaTHUBHBIX M METOJUYECKUX JIOKYMEHTOB, obecrie-
YHBAKOIIUX €€ PeaIM3alliio, U HE TPEANOJIaraeT MoAMeHbl (QYHKIMN TOCYAapCTBECHHBIX OPraHOB BIaCTH
Poccuiickoii @enepanuy, OTBEUAIOUINX 3a obecnieueHne 0€30MacHOCTH MH(POPMAIIMOHHBIX TEXHOJIOTUI
U 3aIUTY UH()OPMALHH.

KoHuenuus siBisieTcsi METOI0JIOTMYECKON OCHOBOM JIJIs:

-(opMHUpOBaHUS U TPOBECHUS €IMHON MOJUTHKHU B 00acTu obecnieuenus 6e3onacHoctu [1/1xH B
NUCITa MJIOVY «J1/c Ne110»
-TIPUHSATHS YIPABIEHYECKUX PEIICHUH U pa3padOTKH MPAKTHUECKUX MEP TI0 BOTUIOMIEHUIO TTOTUTHKN
6e3onacHocty I1J]H 1 BEIpabOTKHM KOMILIEKCAa COTIIACOBAHHBIX MEp HOPMaTHUBHO-TIPABOBOTO,
TEXHOJIOTHYECKOTO ¥ OPraHU3aI[MOHHO-TEXHHYECKOTO XapaKkTepa, HalpaBICHHbBIX Ha BBISBICHUE,
OTpakKeHHE U JIMKBHUIAIIMIO TIOCTIEICTBUN pealn3aliy pa3IndHbIX BUA0B yrpo3 [1/1H; -koopauHamm
nesirenbHocTH MJIOY «/1/c Ne110» mpu npoBeneHnu padoT no pa3Butuio u xcruryatamuu MCIT/IH ¢
coOmronenneM TpeboBanuii odecneuenus 6eszonacuoctu [1/1H; -pa3paboTku MpeaaoKeHuit no
COBEPUICHCTBOBAHUIO IPABOBOI0, HOPMAaTUBHOI'0, METOIMYECKOTO, TEXHUYECKOI'O U OPTaHU3allMOHHOTO
obecnieuenus o6e3omacuoctu [1/1n B UCITTn MJIOVY «J1/c Ne110».

Ob6nacts npumenenust Konuenmuu pacnpocTpaHseTcsl Ha BCE IKCIUTYaTUPYIOIINE TEXHUYECKUE
u nporpammubie cpeactBa UCTITn MJIOY «/1/c Nel110», B KOTOPBIX OCYIIECTBIISACTCS
aBTOMaTH3MpOoBaHHas obopaboTka I1/[H.

ITpaBoBoii 6a3o0it 11 pa3padoTku Hactosmei Konneniun ciyxart TpeGoBaHHs AEHCTBYIO-
mmx B Poccnn 3aKOHOIATENBHBIX M HOPMATUBHBIX JJOKYMEHTOB IO 00eCTIeYeHII0 0€301acHOCTH
nepcoHabHBIX JaHHbIX ([1/H).



1. OBIIUE IMOJIOKEHUSA

Hacrosimas Konnenmust onpenensieT OCHOBHBIE LIENH M 337a4yd, a TakKe OOILIYI0 CTPATETHIO
MIOCTPOCHUS CUCTEMBI 3aIUThI epcoHanbHbIX qaHHBIX (C3I1[IH) MIOY «/I/c Ne110», B cooTBEeTCTBUHI
¢ Ilepeunem UCII/In. Konmenmwms ompenenser OCHOBHBIE TpeOOBAaHWS M 0a30BbIC MOIXOIBI K HX
peanm3anyu, Ui JOCTWOKEHHA TpeOyemoro ypoBHS ©OesomacHoctn uHbpopmarmu. C3I11H
MPEJICTaBIsSIET COOON COBOKYIHOCTh OPraHM3ALMOHHBIX M TEXHUYECKUX MEPONPHUSTHH A 3allUThI
[T/I1 OT HEPaBOMEPHOTO WJIHM CIYy4YailHOTO JOCTYyIa K HUM, YHUYTOKECHHS, NU3MEHEHUs1, OJIOKMPOBaHMUS,
KONHUpoBaHus, pachpoctpaHeHuss II/IH, a TakXe HHBIX HENPAaBOMEPHBIX JEWUCTBUA C HHUMH.
be3zonacHocTh MepcoHANBHBIX JaHHBIX JTOCTUTAeTCsA MYTEM HCKIIOYEHHUS HECAaHKIIMOHUPOBAHHOTO, B
TOM YHCJIE CIy4ailHOTO, JOCTyNa K MEPCOHANbHBIM JaHHBIM, PE3yJIbTaTOM KOTOPOTO MOXKET CTaTh
YHUUTOKEHUE, U3MEHEHUE, OJIOKMpOBaHUE, KOMTMPOBAHUE, PACTIPOCTPAaHEHHE MIEPCOHANBHBIX JaHHBIX, a
Tak)Ke WHBIX HECAaHKIIMOHMPOBAHHBIX NehcTBUi. CTpyKTypa, coctaB u ocHOBHbIe ¢yHKmmu C3I11H
onpexenstores ucxoas usz kiaacca UCIIJIx. C3I1/IH BkiIroyaeT opraHM3allMOHHbIE MEPBI U TEXHUYECKUE
CpeIcTBa 3amUThl WHPOPMALWHU, CPEACTBA MPEJOTBPALICHHUS HECAHKIMOHUPOBAHHOTO JIOCTYIIA,
yTe4kd HH(GOpMAIMM MO TEXHUYECKUM KaHajlaM, IPOrPaMMHO- TEXHHYECKHUX BO3JACHCTBUII Ha
TEeXHUYECKue cpenacrsa obpabotku I1J[H), a Takke wucnonb3yemble B HH(DOPMAIMOHHON cHcTeMe
UH(QOPMAIIMOHHBIE TEXHOJIIOTUH. DTH MEPHI IIPU3BAHBI 00ECIICUNTh!

- KOH(pHUIEHITNATIEHOCTh HH(POPMAIIUH (3aIKUTa OT HECAHKIIMOHUPOBAHHOTO O3HAKOMIICHHS );

- IIETTIOCTHOCTh MH(pOpMAIUH (aKTyaJTbHOCTh M HEMPOTUBOPEUUBOCTH HH(OPMAIINH, €€ 3alIUIIIEHHOCTb
OT pa3pylICHUs U HECAHKIITHOHUPOBAHHOTO U3MEHEHU );

- IOCTYIHOCTh HMH(pOpMaLUK (BO3MOXXHOCTb 3a NpPHEMJIEMOE BpeMs IMOJy4YUTh TpeOyemyro HHGOp-
MAIMOHHYIO YCIIYTY).

Crannu co3manusg C3I1IH BKIIOYAIOT:

- IPEIPOCKTHAsL CTaJusl, BKIOYaromas npennpoektnoe odcienoBanue MCIIH, pa3paboTky Tex-
HUYECKOI0 (4aCTHOrO TEXHUYECKOTr0) 3aJaHUsI Ha €€ CO3/IaHuE;

- cTajus NpoeKkTHpoBaHus (pa3paboTku npoektoB) u peannszaunn UCI1/IH, Bkitoyaromas pa3paboTky
C3I1/n B coctase UCII/IH;

- cragus BBojAa B neiictBue C3II/IH, BKiIOYaromas OMBITHYIO SKCILIyaTallMI0 U MPUEMO-CAATOYHBIE
UCTIBITAHUSI CPEICTB 3aluThl MHMOpMaimu, a Takxke oueHky coorBercTBust MCIIIH TpeGoBaHusIM
6e3011acCHOCTH UH(DOPMALHIH.

Opranu3anMoHHble Mepbl TPEAYCMATPUBAIOT CO3/aHWE W TOAJAEP)KaHWE IMPaBOBOW Oasbl
6e3onacHoctu [1/ln u pa3paboTky (BBeneHHe B jAeWcTBUE) mpenycMoTpeHHbIX [lomutukoit madop-
marmonHoi 6ezonacHocti UCIIJIH crenyromux opraHM3aimOHHO-PACTOPSAUTEIBHBIX IOKYMEHTOB:

- [Tnan meponpusTuii no obecneuenuto 3ammtel [1/{H npu nx odpadorke B UCII/IH;
- [Iman MepornpusaTHii M0 KOHTPOIIO oOectieueHus 3amuthl [1/]H;
- [Topsiaok pe3epBupoBanus u BocctaHoBiaeHus1 pabotocnocodbnoctu TC u 10, 6a3 ganasix u C3U;
- JlomknocTtHas unctpykius anmuanctparopa MCIT/{a B wactu obecnieuenus 6e3omacuoctu 110 mpu
ux obpabotke B UCII/IH;
- lomKHOCTHAst MHCTPYKLUS aaMuHUCTpaTopa 6e3onacnoctu UCTI/IH;
- JlomknocTHas nHcTpykius nonb3zoBarens UCIIIa B yactu obecnieuennst 6e3onacHoctu [1J[H npu nx
obpadotke B UCII/IH;
- MucTpykuns Ha Ciiy4all BOSHUKHOBEHHS BHEIITATHOW CUTYyAllUH;
- PekoMeHganmu o ncnoab30BaHUIO IPOTPAMMHBIX M alllIapaTHBIX CPEACTB 3aIIUTHl HHPOPMAITUH.
- TexHU4ecKre MephI 3alIUTHI PEATH3YIOTCS MTPH MMOMOIIU COOTBETCTBYIOIIMX TPOTPAMMHO-
TEXHHUYECKUX CPEJICTB U METOOB 3aIUTHI.
- [lepeuens HEOOXOMMMBIX Mep 3alIMTHl WH(GOPMAIUU OTPEENICTCS 1O pe3ysibTaTaM BHYTPEHHEH
npoBepku 6e3omacHoct UCITAr OUB (OMCY).
2.3AJTIAYH C3I1/In

Ocnosnolt nienpio C3I1/IH sBasieTcss MUHUMH3AIMS yiepoa OT BO3MOXKHON peaan3aiu yrpo3
6e3onacHoctH [1J]H.

Jlns mocTukeHust ocHOBHOM 1ienu cucrtema 6e3onacHoctu I1/In MCII/IH momkHa oOecrieurBaTh
3¢ (eKTUBHOE pelIeHUE CIEAYIOIUX 3a/1ay:



- 3alMTY OT BMewaTelbcTBa B mnpouecc ¢pynkunonnpoannss UCIIJH mocTtopoHHuX
Jul (BO3MOKHOCTH HCNOJIb30BaHusI AC M 0CTynl K ee pecypcaM J0JKHbI HMeTh TOJbKO 3a-
PerucTpUpPOBAHHbIE YCTAHOBJIEHHBIM MOPAIKOM MOJIb30BATEIN);

- pa3rpaHuYeHHe JOCTYINA 3aPeruCTPUPOBAHHBIX MOJIb30BaTe/ el K aNNapaTHbBIM, PO-
rpaMMHBIM B HHPopManuoHHbIM pecypcam UCII/IH (BO3MOKHOCTH JOCTYIA TOJBKO K TEM
pecypcaM M BBINOJHEHHUs TOJbKO TeX ONepanuii ¢ HIMH, KOTOpPble He00X0ANMBbI KOHKPETHBIM
noJb3oBareasiM UCII/IH nis BbINOJIHEHUSI CBOMX CJIYKeOHBIX 00SI3aHHOCTEN), TO eCTh 3aIUTY
OT HeCAHKIIMOHUPOBAHHOI0 10CTYIIA:

a) k uaopmanuu, mupkyimpytomeit B UCIH;

6) cpeactBam BeruncnutenbHou TexHuku UCIIH;

B) anmapaTHBIM, IPOTPAMMHBIM M KPUOTOTPaQUUECKUM CPEACTBAM 3aIlUTHI, HCIOIb3YEMbIM B
NUCTId#n;

- PerucTpanuio JeiicTBHIl MOJIb30BaTeJell NMPU HCIOJIb30BAHMH 3AINIIAEMbIX PeCypcoB
UCII[IH B CHCTEeMHBIX KYPHAJIaX H IEPHOAUYECKHH KOHTPOJb KOPPEKTHOCTH [eiCTBHIA
10J1b30BaTe el CHCTEMBbI IIyTeM aHAJIM3a COAePKUMOI0 ITHX KYPHAIOB;

- KOHTPOJIb 1eJIOCTHOCTH (00ecneyeHre HEM3MEHHOCTH) CpeAbl MCIOJTHEHUS MPOrPaMM U
ee BOCCTAHOBJICHHE B C/Iy4Yae HAPYLICHHSA;

- 3aIIUTY OT HECAHKIIMOHUPOBAHHOM MOAM(PHKAMH U KOHTPOJIb LEJIOCTHOCTH HC-
nojb3yeMbix B UCII/{H nporpaMMHBIX CPe/ICTB, a TAKKe 3alIUTy CHCTeMbl OT BHePEeHHs He-
CAHKIMOHUPOBAHHBIX NPOrPamMM;

- 3amuTy [1/IH OoT yTeuku no TeXHH4eCKMM KaHAJIaM NpH ee 00padoTKe, XpaHEHUH U
nepeaaye Mo KaHAJaM CBSI3M;

- 3amuty I1IH, xpanumoii, 00padaTpiBaeMoii U neperaBaeMoii N0 KaHAJIaM CBSI3U, OT
HECAHKIIMOHUPOBAHHOIO Pa3riiallieHus WM UCKAKeHUs ;

- o0ecrevyeHue ;KUBYYeCTH KpUnTorpagpuueckux cpeacTB 3alUThI MH(pOpMaMu npu
KOMIIPOMETAIUM YACTH KJII0YeBOil CHCTEMbI;

- CBOeBpPeMeHHOEe BbIsIBJIEHHE MCTOYHUKOB yrpo3 Oe3zomacHoctu II/{H, mpuunH u ycio-
BHUil, CIMOCOOCTBYOIIUX HaHeceHHI0 yuiepda cyObexktam II/[H, co3naHme MexaHu3Ma omepa-
THBHOI0 pearupoBaHusi Ha yrpo3sl 6e3onacHocTu [1/IH 1 HeraTUBHBIE TEHIEHIIUH;

- CO3/1aHMe YCJIOBH 111 MUHUMHU3ALMHU U JIOKAJTU3AIMH HAHOCUMOT0 yiep0a Henpa-
BOMEPHBIMH J1eiCTBUSIMU (PpM3MYECKHUX U IOPUANYECKHUX JIML, 0CJIA0IeHHe HETATUBHOIO BIUSIHUS
U JIMKBUAAIUA MOcaeAcTBUI HapymeHus 6e3onacHoctu I1/(n.

3. OBBEKTbBI 3AIIIUTHI

Ilepeyensb nHGOPMALMOHHBIX CHCTEM
B MZIOVY «Jl/c Ne110» npousBoautcsi 00paboTKa MepcoHa bHbIX JaHHBIX B HH)OPMAIIMOHHBIX
cuctemax oOpaborku mnepcoHanbHbIXx AaHHbIX (MCIIH). Ilepeuens WCII[IH omnpenensercs Ha
ocHoBaHnu OT4eTa Mo pe3yabTaTaM BHYTPEHHEH MPOBEPKU.

IlepeyeHb 00HEKTOB 3AIIUTHI

OObexTamMH 3aIlIUTHl ABIAIOTCSA - WHpopmanus, oOpabdareiBaemas B MCII/IH, n TexHnueckue
cpenctBa ee oOpabOTkM u 3amuThl. [lepedeHp mMepcOHANBHBIX JAHHBIX, MOJJIECKAIIUE 3aIIUTe, OIl-
penenen B [lepeune nepcoHanbHBIX AAHHBIX, Mojyiexkanux 3ammure B MCII/I.

OOBEKTHI 3aIUTHI BKIIOYAIOT:

- OGpabatsiBaeMas nHpopMaIusl.

- Texnonoruueckast uH(popmanus.

- IIporpaMMHO-TEXHHUYECKHE CPEJCTBA OOPAOOTKH.

- Cpenctna 3anuthl [1/]H.

- Kanansl unpopManimoHHoro oOMeHa u TeIeKOMMYHHUKAIIHH.

- OOBEKTHI ¥ IOMENICHHSI, B KOTOPBIX pasMenieHsl kommoHeHTsl UCITIH.



4. KIACCU®UKAIUA ITOJIb30OBATEJEN UCII/In

[Tome3oBarenem WCII[IH sBisercs nmuio, ydacTByromiee B (DyHKIMOHMpPOBaHMHM WHGOpMaA-
IIMOHHON CHUCTEMBI NIEPCOHAIBHBIX JAHHBIX WM HCHOJB3YIOIIEe Pe3yNbTaThl €€ (PYHKIIHOHHPOBAHHUS.
[Tome3zoBarenem MCII[IH sBnsiercs mo6oit cotpyaauk MJIOY «/l/c NellOy», mmerommid qocTym K
UCIIIH u ee pecypcaM B COOTBETCTBUM C YCTAHOBJIEHHBIM IOPSJIKOM, B COOTBETCTBHUU C €rO
(byHKIMOHAIBHBIMU 0053aHHOCTSIMHU.

ITonszoBarenu UCII/H nensTcs Ha TpU OCHOBHBIE KATETOPUH:

1) . Anamunauctpatop UCIOu. Corpymuuku OUB (OMCY), KOTOpbie 3aHHMAIOTCSI HACTPOUKOW,
BHEJIPEHUEM M COIMpOBOXKAcHUEM cucTembl. Aamunuctparop MCII/{n obnamaer cieayomuM ypoBHEM
JIOCTyTa:

- o0JyramaeT Mmoo nH(popManyei 0 CACTEMHOM | MPHUKJIATHOM IporpaMMHoM obecriedernu VICTT/IH;
o0mamaet noaHOW MHGpOPMAITHEH 0 TeXHUYECKHUX cpeacTBax u koHdurypammu UCTT/IH;

MMEET JIOCTYII KO BCEM TEXHHUYECKUM cpeacTBaM 00padoTku nHpopmarmu u nanasiM UCTH;

- obnajaeT mpaBaMM KOH(MUIYPUPOBAHHS W aJMHHUCTPATHMBHOM HACTPOMKM TEXHMYECKHX CpPEICTB
NCIIdn.

2) . Anamunuctparop T3 UCII/IH, ato cotpyaauk MY "Ynpasienue oOpa3oBaHus" aJMHUHACTPAIMH
MOI'O "Vxrta" WM CTOPOHHUX OpraHU3alluii, KOTOPbIE 3aHUMAIOTCS Pa3pabOTKOW MPOrpPaMMHOTO
obecnieuenusi. Pazpaborunk UCII/IH o6nanaeT cneayronmmM ypoBHEM JI0CTYIA!

- obmagaer napopmampen o6 anropuTMax u nporpamMmmax oopadorku uapopmarmu Ha UCIIH;

- o0xamaeT BO3MOKHOCTSIMH BHECEHUS OIIMOOK, HEIEKIapHUPOBAHHBIX BO3MOXKHOCTEH, IPOTPaMMHBIX
3aKJIQIOK, BPEAOHOCHBIX MporpaMmM B mporpamMmHoe obecnieuenne MCII/IH Ha cTamum ee pa3paboTKH,
BHE/IPEHHUS ¥ COTIPOBOXKICHHUS;

- MOXeET pacrosarate JoObiMH (QparmMeHTamu uHpopmanuu o Tonojorun MCII[IH u TexHHMYECKUX
cpenctBax oopabotku u 3amutsl [1/1H, o6pabareiBaembrx B UCIT/IH.

3) . Omeparop UCTIOu. Corpymuukun MOV «JI/ ¢ NellO», y4acTByrOmux B TpoIecce IKC-
yatauuu UCIT/Ix. Onepatop UCII[IH o0nanaeT cneayonM ypoBHEM T0CTYIA!
- o0yamaeT BceMu HEOOXOIMMBIMU aTpuOyTaMu (HarpuMmep, maposieM), 00eCeUrBaIOIUMU TOCTYI K

HEKOTOpOMY TOAMHOKECTBY T1/H;
- pacronaraet KOHQUACHINATHHBIMU JTaHHBIMH, K KOTOPBIM UMEET JTOCTYII.

Kareropuu mosib3oBatenell JOJDKHBI ObITh onpenesenbl i kKaxaod MCIIIH. JJomkHO OBITH
YTOUYHEHO pa3JieJIeHue COTPYAHUKOB BHYTPU KaTErOpui, B COOTBETCTBHUHM C THIIAMH TMOJIb30BATEICH
onpezaeneHHbIMU B [TomuTrke HHPOPMAIIMOHHOW OE30ITaCHOCTH.

Bce BhIsSIBIICHHBIE TPYIIBI MOJL30BaTeNel oTpaxkaroTcss B Otuere Mo pe3yibTaTaM BHYTPEHHEH
npoBepku. Ha ocHoBannu Otueta onpenenstoTcs mpasa goctyna k anementam MUCIT/{n ayist Bcex rpymm
MOJb30BaTENEN U OTpaxaroTcss B Matpuiie noctyna B [lonoxkeHun o pa3rpaHUYEHUU MpaB JOCTyHa K
00pabaThIBacMbIM MEPCOHATBHBIM JaHHBIM.

5. OCHOBHBIE ITPUHIIUIILI IOCTPOEHUSA CUCTEMbBI KOMILIEKCHON
BE3OINACHOCTHU UH®OPMALINN

[Toctpoenue cuctembl obecnieuenus: 6e3onacHoctu [1In UCTIIn MIOY «JI/ ¢ Nel110» u
ee (YHKIMOHUPOBAHKUE JOJDKHBI OCYIIECTBIATHCS B COOTBETCTBUU CO CIEAYIOIIUMH OCHOBHBIMHU
IMPpUHIUITAMMU:



- 3AKOHHOCTb;
- CHCTEMHOCTb;

- KOMILIEKCHOCTb;

- HeNpPepbIBHOCTD;

- CBOCBPEMEHHOCTD;

NPeeMCTBEHHOCTh H HENPEPbIBHOCTH COBEPIIEHCTBOBAHMS;
NepPCOHAIbHASL 0TBETCTBEHHOCTh;

MHHHMMH3ANHA TOJTHOMOYHIA;

B3auMo/lelicTBHE U COTPYIHHYECTBO;

rU0KOCTH CHCTEMBbI 3aIIMTHI;

OTKPBITOCTH AJITOPUTMOB U MEXaHU3MOB 3ALIUTHI;
NMPOCTOTA NPUMEHEHHs CPeICTB 3alIUThI;

HAY4YHAas1 000CHOBAHHOCTb M TEXHUYECKAasl peajin3yeMoCTh;
CHenHATU3ANMSA U PO ecCHOHATN3M;

00513aTEJILHOCTH KOHTPOJISI.

5.1. 3akoHHOCTDL

[IpenmonaraetT OCymIECTBICHHUE 3aIIUTHBIX Mepomnpustuid u paspadorky C3I1Jn MOV «/l/c
Nel10» B cOOTBETCTBHMM C JEHCTBYIOIIMM 3aKOHONATENLCTBOM B oOmactu 3ammthl [1JH u apyrux
HOPMATUBHBIX aKTOB MO OE€30MacHOCTH HH(OPMAIMU, YTBEPKACHHBIX OpraHaMH TOCYAapCTBEHHOU
BJIACTHU W YIIPABJICHUS B Mpeesiax UX KOMIIETEHIIUH.

[Tone3zoBarenmu u obcmyxuBatonmii mepconan UCIIAn MOV «Jl/c Nel1l0» nomkHBI OBITH
OCBEJJIOMJIEHBI O MOpsiIKE PabOTHI C 3alUIaeMoil MHpopManueil 1 00 OTBETCTBEHHOCTHU 3a 3aLIUTHI
I1J1n.

5.2. CucreMHOCTH

Cucremusnii mogxos k moctpoernto C3I1da MOV «/l/c Nel10» mpenmonaraer y4eT Bcex
B3aMMOCBSI3aHHBIX, B3aMMOJICHCTBYIOIIUX M HW3MEHSIOIIUXCS BO BPEMEHU DJIEMEHTOB, YCIOBHUH H
(haKToOpOB, CYIIECTBEHHO 3HAYMMBIX JUIs TOHMMAaHMS W PEUICHUs MPOOJIeMbl 0oOecreueHHs
oe3omacuoctu [11x UCTT[In MJIOVY «JI/c No110x.

[Ipu co3manum CHCTEMBbI 3alIUTHI TOJDKHBI YUUTHIBATHCS BCe Ca0ble W HauOoliee ysSI3BHMbBIC
Mecta cucteMbl 00pabotku [1/IH, a Takxke XapakTep, BO3MOXKHbIC OOBEKTHl M HAMPABICHHS aTaKk Ha
CHCTEMYy CO CTOPOHBI HapymmTenaeld (0COOCHHO BBICOKOKBAIM(HIMPOBAHHBIX 3JI0YMBIILICHHHKOB),
NyTH MPOHUKHOBEHHA B pacnpeneneHnbie cucrembl 1 HCJl x napopmanuu. Cuctema 3amuThl JODKHA
CTPOMTHCS C YUETOM HE TOJBKO BCEX M3BECTHBIX KaHaioB nponukHoBeHus u HCJ k undopmaryu, HO U
C YY4ETOM BO3MOXKHOCTH TIOSIBJICHHS IPHHIUIUAAIBLHO HOBBIX MyTeH peain3aiun yrpo3 6e301acHOCTH.

5.3. KoMILj1eKCHOCTE

KoMrutekcHoe HCIIONBb30BaHME METOJOB M CPEIACTB 3aIUTHl HPEAIOIaraeT COTIACOBAaHHOE
NPUMEHEHHE Pa3HOPOIHBIX CPENICTB MPH MOCTPOCHHUH IIEJTOCTHOW CHCTEMBI 3aIUTHI, TIEPEKPHIBAIOIIEH
BCE CYIIECTBEHHbIE (3HAYMMBbIE) KaHAJIbI peasn3allii YTPOo3 U HE CoJleprKalieil cabblXx MECT Ha CTBIKAX
OT/EJBHBIX €€ KOMIIOHEHTOB.

3amuTa I0JKHA CTPOUTHCS DIIEIIOHUPOBaHO. JIJIsl KayKI0ro KaHalla yTeuKd HHGOPMAINH U IS
Ka)XJOH yrpo3sl 0€30MacHOCTH JOJDKHO CYIECTBOBATH HECKOJBKO 3aIIUTHBIX pyoOexeil. Co3naHue
3alIUTHBIX pyOekeil OCYIIEeCTBIAETCS C Y4eTOM TOro, YTOOBI JUIS MX MPEONOJICHUS MOTCHIMATILHOMY
370yMBIIJICHHUKY TpeOoBaiuch MpodeccCHOHaNbHbIe HAaBBIKM B HECKOJIBKHX HEB3aMMOCBSI3aHHBIX
o0nacTsx.

BHemHss 3amuTa g0JKHA 00ecnednBaThes GU3MIECKUMH CPEICTBAMH, OPTaHU3AIMOHHBIMU U
npaBoBBEIMH Mepamu. OaHUM u3 Hambosiee YKpEIUIEHHBIX pyOexkeldl mnpu3BaHbl OBITH CpeACTBA
KpUnTOrpadUIecKo 3amuThl, peajn30BaHHbIE ¢ Hcmoiib3oBanneM TexHosoruu VPN. Tlpuknamgnoit
YPOBEHb 3alllUTHI, YYUTHIBAIOIINI OCOOCHHOCTH MPEIMETHOW 00JacTH, MPEACTaBIIeT BHYTPEHHUI
pyOeX 3aIuTHI.



5.4. HenpepbiBHOCTH 3amuTthl I1/{H

3ammra IIJIH - He pa3oBoe MEPONpPUSATHE U HE MPOCTasi COBOKYIHOCTh MPOBEACHHBIX MEPO-
MPUSATUN U YCTAHOBJIEHHBIX CpPEJCTB 3allMThl, & HENPEPBIBHBIN LieJICHAIIPaBICHHbIM IpPOLECC, Mpea-
ToJjararoluii MPUHITHE COOTBETCTBYIOIINX MEP Ha BCEX ATamnax ku3HeHHoro ukiaa UCITIH.

NCTI/IH n0mKHBI HAXOAUTHCSA B 3AIMILIEHHOM COCTOSHUM Ha NPOTSHKEHWH BCErO BPEMEHU HX
(YHKIMOHUPOBaHUA. B COOTBETCTBMM C 3TUM TNPHHLUIIOM JOJDKHBI NPHHAMATHCS MEpHl IO He-
nonymenuto nepexoqa UCIIJIH B He3alMIIEHHOE COCTOSHUE.

BonbmmHCTBY (DM3NYECKUX M TEXHUYECKUX CPEICTB 3aIIUTHI s 3(PPEKTUBHOTO BBHIMOIHEHUS
cBouX (YHKIMH HeoOXonuMma NOCTOSHHAs TEXHHYECKass M OpraHU3alMoOHHAs (aIMUHHUCTPATHBHAS)
HOJ/Iep’KKa (CBOEBpEMEHHAsi CMEHa M oOecreueHHe MpPaBWIIBHOTO XPAaHEHUS M NPHUMEHEHHS HMEH,
naposieid, Kirouel mudpoBaHus, nepeorpeesaeHue NoIHoMouni u T.11.). [lepepriBbl B paboTe cpeacTs
3aIUTBl MOTYT OBITH HCIIOJIb30BaHbI 3JIOYMBIIIJICHHUKAMH JUIsl aHaliu3a MPUMEHSIEMbIX METOJIOB M
CpPEACTB 3AIUTHI, AJIsi BHEAPECHUS CIELMAIBHBIX MPOTPaMMHBIX M allapaTHbIX "3akialok" U JIpyrux
CPEICTB MPEOIOJICHHUS CUCTEMBI 3aIIUTHI TIOCJIE BOCCTAHOBIICHUS €€ (PYHKIIMOHUPOBAHHUS.

5.5. CBoeBpeMeHHOCTH

[Tpeanonaraer ynpexjaaromuii xapakrep mMep obecrneuenust 6esonacHoctu I1/[H, To ecTs moO-
CTaHOBKY 3ana4 no komiuiekcHoi 3ammute MCII[H m peanuzanuio mep oOecrieueHus 6€30MacHOCTU
[T[Iz Ha panHHMX cTamusx paspadotrku MCII/IH B menomM u ee cuCTeMBbl 3allMThl WH(OpMAIUU, B Ya-
CTHOCTH.

Pa3zpaboTka cucTeMbl 3alIMTHI JOJDKHA BECTUCH MMApauIeNbHO C Pa3pabOTKOH M pa3BUTHEM
caMoOH 3alIMIaeMOi CUCTEMBI. DTO MO3BOJHT YUeCTh TpeOOBaHMs O€30MaCHOCTH MPU MPOSKTHPOBAHUU
apXUTEKTYPHI U, B KOHEUHOM CYeTe, co3/1aTh Ooiee 3¢ (eKTUBHBIE (KaK 10 3aTpaTaM pPecypcoB, TaK M IO
CTOMKOCTH) 3aIUIICHHBIC CUCTEMBI.

5.6. IIpeeMCTBEHHOCTH U COBEPIIIEHCTBOBAHUE

[IpeamonaraoT MOCTOSHHOE COBEPIICHCTBOBAHWE MEP M CPEACTB 3aLIUThl MHPOpPMALUU Ha
OCHOBE IPEEMCTBEHHOCTH OPraHMU3ALMOHHBIX U TEXHUYECKUX PELICHHH, KaJpOBOrO COCTABA, aHAJIN3A
¢ynkumonupoBanus MCIIIH u ee cucTtembl 3alMTHl C Y4€TOM H3MEHEHMH B METOJAX U CPEACTBaX
nepexsara MH(pOpMalUK, HOPMATUBHBIX TPeOOBAHMI IO 3aILIUTE, TOCTUTHYTOTO OTEYECTBEHHOIO U
3apy0e)XHOTO OMbITA B 3TOM 001aCTH.

5.7. llepcoHanbHAasi OTBETCTBEHHOCTH

[Ipeamnonaraer Bo3noKe€HUE OTBETCTBEHHOCTH 3a obecneueHue 6e3onmacHoctu I1JH u cuctemsl
uX 00pabOTKM Ha KaXKIOro COTPYJHHMKA B IpelesiaX ero MOJIHOMOYMHA. B cooTBeTcTBHM € 3THUM
NPUHIMIIOM paclpeesieHne MpaB U 00s3aHHOCTEH COTPYIHHKOB CTPOUTCS TaKUM OOpa3oM, 4TOOBI B
citydae JTF000ro HapymeHus: Kpyr BAHOBHUKOB OBLJT YETKO M3BECTECH WIIM CBEJICH K MUHIMYMY.

5.8. lIpyHOMI MUHIMUA3ANUM TTOJTHOMOYHIA

O3HayaeT NpeaoCTaBICHHE MOJIb30BATENIIM MUHHMAJBHBIX IMpaB JOCTyNa B COOTBETCTBHU C
MPOU3BOJCTBEHHON HEOOXOIMMOCTHIO, HA OCHOBE MPUHIIUIA «BCE, YTO HE Pa3pEIICHO, 3aPEIICHOY.

Hoctyn k IIJIH OOMKEH MpenocTaBisAThCA TOJIBKO B TOM cliydyae M 0ObeMe, €Clid 3TO HeoO-
XOJIMMO COTPYIHUKY ISl BBITIOJTHEHUS €T0 JIOJDKHOCTHBIX 00sS3aHHOCTEH.

5.9. B3anmopaeiicTBHe U COTPYIHUYECTBO

[Ipenmonaraer co3manue OmarompusitHOH atmocdepbl B MOV «/l/c NellO», mans cHmwkeHUs
BCPOATHOCTHU BOSHUKHOBCHHA HETATUBHBIX )Iel‘/'ICTBI/II‘/'I CBSI3aHHBIX C YCIIOBCUCCKUM (baKTOpOM.
B Takoii 00CTaHOBKE COTPYJHHMKH JOJDKHBI OCO3HAHHO COOJIO/ATh YCTAHOBIICHHBIE NPaBHia U

OKa3bIBaTh COICHUCTBUE B ICATEIHHOCTH IMOAPA3ICICHAN TEXHUIECKON 3alUThl HH()OpMAaIIHH.
5.10. 'nbdkocTh cuctembl 3amuThl I1/IH

[IpunsTEIE MEpBHl U YCTAaHOBJIEHHBIE CPEACTBA 3AIIUTHI, OCOOEHHO B HAaYaJIbHBIM MEpUOJ HX
AKCIUTyaTallud, MOTYT OOECIeurBaTh KaK Ype3MEpHbIH, TaK U HEJOCTATOYHBIA YpOBEHb 3alUTHI. J[Jst
oOecrevyeHrss BO3MOXXHOCTH BapbUPOBAHUS YPOBHEM 3alUIIEHHOCTH, CPEJCTBA 3aIMTHI JIOJKHBI
o0nanate onpeaeneHHONU rTHOKOCThI0. OCOOEHHO BaXKHBIM 3TO CBOMCTBO SIBJISIETCS B TE€X CIydyasiX, KOrjaa
YCTaHOBKY CpPEJCTB 3alllUThl HEOOXOAMMO OCYILECTBJISATh Ha pPalOOTAIONIyI0 CUCTEMY, HE Hapylias
npolecca €e HOpMaJIbHOTO (PYHKIIMOHUPOBAHUSL.



5.11. OTKpPHITOCTH AJITOPUTMOB H MEXAHU3MOB 3AIUTHI

CyTb NPUHIIMIIA OTKPHITOCTH AJTOPUTMOB M MEXaHU3MOB 3aIUTHl COCTOUT B TOM, YTO 3alllUTa
HE JIOJDKHA 00eCreunBaThCs TOJBKO 33 CUET CEKPETHOCTU CTPYKTYPHOM OpraHM3alud U ajJrOpPUTMOB
(YHKIIMOHUPOBAHUS €€ MOJCUCTEM. 3HAHUE aITOPUTMOB PaOOTHI CUCTEMBI 3aIIUTHI HE JOJHKHO J1aBaTh
BO3MOXKHOCTH €€ TpeooieHus (maxe aBropam). OmHAKoO, 3TO HE O3HAYaeT, 4To HHMOpMAIUsS O
KOHKPETHOM CHCTEME 3aIIUThI TOJKHA ObITh OOIIEIOCTYITHA.

5.12. IIpocToTa NpUMEHEHHS CPEACTB 3alIUThI

MexaHu3Mbl 3alllUTHl JIOJDKHBI OBITh WHTYUTUBHO IMOHSITHBI M TPOCTHI B HCIIOJB30BAHUU.
[TpumeHeHne CpeacTB 3allMThl HE TOJDKHO OBITh CBS3aHO CO 3HAHHMEM CIEIMAJBHBIX S3BIKOB WIH C
BBITIOJTHCHHEM JICHCTBUH, TPeOYIOMUX 3HAYUTEIBHBIX JOMOJHUTEIBHBIX TPYI03aTpaT MPH OOBIYHOM
paboTe 3aperMCTPUPOBAHHBIX YCTAHOBJICHHBIM TIOPSAKOM TIOJb30BaTeNiel, a Takke He JO/DKHO
TpeOOBaTh OT MOJI30BATEIIS BHITIOJHEHUS PYTHHHBIX MAJIOTIOHITHBIX €My Orepanuid (BBOJ HECKOJIbKHUX
napoJieil 1 UMeH M T.1.).

JlomkHa JOCTHTaThCs aBTOMATH3AIlds MaKCHMAJIPHOTO 4YHCa ASUCTBHM IIOJb30BaTeled u
agmuuuctpatopoB UCII/IH.

5.13. Hay4yHasi 000CHOBAaHHOCTb M TeXHHYECKasi peajin3yeMoCcTh

HNudopMainoHHble TEXHOJIOTUH, TEXHUYECKHE M TMPOTPAMMHBIE CPEICTBA, CPEACTBA M MEPHI
3amuUThl MHQOpPMAMK JOJDKHBI OBITH pealn30BaHbl Ha COBPEMEHHOM YPOBHE pa3BUTHA HAyKH U
TEXHHKH, HAYYHO OOOCHOBAHBI C TOYKH 3PCHHUS TOCTIKCHHS 3aJaHHOTO YPOBHS OS30MacHOCTH WH-
dbopMaIuu ¥ JTOJKHBI COOTBETCTBOBATH YCTAHOBJIICHHBIM HOPMaM M TPEOOBaHHSIM IO O€30MaCHOCTH
I1J1n.

C3I1/Ia nomkHa OBITH OPUEHTHPOBAHA Ha PEIICHUS, BO3MOXHBIC PUCKH JUISI KOTOPBIX U MEPbI
MIPOTUBOJICHCTBUS 3TUM PUCKAM MPOILIA BCECTOPOHHIOI TEOPETUIECKYIO U MPAKTUYECKYIO IPOBEPKY.

5.14. Cneumanu3anus 1 NpopecCHOHATH3M

[Ipeanonaraer npuBacueHUE K pa3pabOTKe CPEICTB U peaTH3alUud Mep 3aIlUThl MH(POPMaLUH
CHENMAIN3UPOBAHHBIX OpTraHU3alMi, Hanbosiee MOATOTOBIEHHBIX K KOHKPETHOMY BUY JESTEIbHOCTH
no obecrneuenuto GesonacHocT I1/[H, MMEIONIMX OMBIT MPAKTUYECKOH pabOTHI M TOCYNAapCTBEHHYIO
JMILIEH3UI0 Ha IPaBO OKa3aHUS YCJIYyr B 3ToM oOnactu. Peanmsanums aIMHUHHUCTPAaTHUBHBIX MeEp HU
9KCIUTyaTalusl CPEJCTB 3allUThl JOJDKHA OCYILECTBISATHCS NPO(ECCHOHATBHO MOATrOTOBICHHBIMU
cneruanuctamu OB (OMCY).

5.15. O0sa3aTEJILHOCTD KOHTPOJIA

[Ipenmonaraer 00s3aT€IHLHOCT, M CBOEBPEMEHHOCTH BBISBICHHS W TPECEYCHHS IMOTBITOK
HapYIICHUs YCTAaHOBJCHHBIX NpaBWJ oOecriedeHus Oe3omacHoctd [I/IH Ha OCHOBE HCIIOJIB3yEeMBIX
CHUCTEM W CPEJCTB 3allWThl MH()OPMAIMK TPU COBEPIICHCTBOBAHUUA KPUTEPHEB W METOIOB OIICHKH
3((PEKTUBHOCTH ITUX CUCTEM U CPEJICTB.

KonTtponb 3a nesTenbHOCTBIO JTHO0OTO TOJB30BaTeNs, KaXIOr0 CPEACTBA 3alllUThl U B OTHO-
IIEHUU JIFOO0TO0 00BEKTa 3alUThI JOJKEH OCYIIECTBISITHCS Ha OCHOBE MPUMEHEHUSI CPEJICTB orepa-
TUBHOTO KOHTPOJISI U PETUCTPAIlMU M JIOJDKEH OXBAThIBaTh KaK HECAHKIIMOHMPOBAHHBIC, TAK U CAHK-
IIUOHWPOBAHHBIC ICHCTBYS TTOJIH30BATEIICH.

6. MEPBI, METO/IbI 1 CPEJICTBA OBECNIEYEHHSI TPEBYEMOI'O YPOBHSI
SAIIAIIEHHOCTH

Ob6ecrnieueHre TpeOyeMOro YpOBHS 3aIUIIICHHOCTH JOJKHOCTH JIOCTUTaThCsl ¢ UCTIOIb30BAHUEM
Mep, METOJIOB U cpecTB Oe3omacHocTH. Bee Mmepsl obecnieuenus 6ezonacnocti UCIAn
MOJIPa3ACISAIOTCS Ha:



- 3aKOHO/AATeJIbHbIE (IPABOBbIE);

- MOpPaJIbHO-3THYECKHE;

- OPraHU3aNMOHHbIC (AAMUHUCTPATHBHDIE);

- puznyeckue;

- TeXHHYeCKHe (anmapaTHblie ¥ MPOrpaMMHbIeE).

[lepeueHn BRIOpaHHBIX Mep oOecriedueHns: Oe30MMacHOCTH oTpaXkaeTcs B [imane MmeponpusTuii o
obecrneyeHnro 3aIIUTHI IECPCOHAJIBHBIX TaHHBIX.

6.1. 3akoHonaTeNbHBIE (IPABOBbIE) MEPbI 3N THI

K mpaBoBbIM MepaM 3alllMThl OTHOCSTCSA JAEWUCTBYIOIIHME B CTpaHE 3aKOHBI, YKa3bl M HOpMa-
TUBHBIE aKThl, pETIAMEHTUPYIOIIHE MpaBuia obpauienus ¢ [1J{H, 3akperuistonme npasa u 0013aHHOCTH
YY4aCTHUKOB HMH(OPMALMOHHBIX OTHOIIEHUH B Mpolecce ee 00pabOTKM M HCIOJNBb30BAHMSA, a TaKKe
YCTaHABIMBAIOUINE OTBETCTBEHHOCTh 3a HApPYIICHUS JTHUX TMPaBWI, NPEMATCTBYS TEM CaMbIM
HENPaBOMEPHOMY HCHOJb30BaHui0 [IJ[H u sBhstomMecs caep>KuBarommUM (BakTopoM A MOTEHIH-
QJIBHBIX HAPYIIUTEINEH.

[TpaBoBBIE MepHI 3aIIUTHI HOCAT B OCHOBHOM YIIPEKAAIONINH, TPOPHIAKTHUECKUI XapakTep U
TPeOYIOT TOCTOSTHHON Pa3bsICHUTENBHOM PabOThI ¢ TOIB30BATEISIMU M OOCITY)KUBAIOIIMM MEPCOHATIOM
CUCTEMBI.

6.2. Mopa/jbHO-3THYECKHE MePbl 3alIUTHI

K MopanbHO-3THUYECKUM MEpaM OTHOCSATCS HOPMBI MOBEICHUS, KOTOPbIE TPAJULUOHHO CIIO-
KUJIMCh WIN CKJIAJbIBAIOTCS MO Mepe pacnpocTpaHeHuss OBM B cTpane mnn oOmecTBe. OTH HOPMBI
OouibIlIell 4acTbiO HE SIBISIOTCSA 00sA3aTENbHBIMHU, KaK 3aKOHOAATEIbHO YTBEPKICHHBIE HOPMATHBHbIC
aKThl, OJTHAKO, UX HECOOII0/IeHHE BeJIeT OOBIYHO K MAJCHUIO0 aBTOPUTETA, MPECTUKA UeJIOBEKa, IPYIIIIbI
JUIl WIA OpraHu3anuu. MopanbHO-3THYECKHE HOPMbI OBIBalIOT Kak HemHucaHble (Harmpumep,
oO0IIenpru3HaHHble HOPMBI YECTHOCTH, NMATPUOTU3MA U T.II.), TaK U MHUCAHBIE, TO €CTh O(OPMIICHHbIEC B
HEKOTOPHBIN CBOJI (YCTaB) MPAaBUII WM MPEAITUCAHHUMN.

MopanbHO-3THYECKHE MEPBHI 3aIUTHI ABISIIOTCA MPOPHIAKTHUECKUMH U TPEOYIOT MOCTOSTHHON
paboThl MO CO3/IaHMIO 30POBOTO MOPAJIBLHOIO KJIMMaTa B KOJUIEKTUBAaX MojapaszzaenaeHuil. MopayibHo-
3TUYECKUE MEpPbI 3aIIUThI CHUKAIOT BEPOSITHOCTh BOZHHUKHOBEHUS! HETATUBHBIX JCHCTBHI CBSI3aHHBIX C
YeJI0BEYECKIM (PaKTOPOM.

6.3. OpranusanuoHHbIe (AAMUHHUCTPATHBHbIE) MEPBI 31U ThI

Opranu3alMoHHble (aAMMHUCTPATUBHBIE) MEpPbl 3aAIIUTBI - 3TO MEPbl OPraHU3aLUOHHOTO
XapakTepa, periaMeHTupymomue mnporeccel ¢ynkuuonupoanus MCII/IH, ucnonb3oBaHue pecypcoB
UCTI[JH, nesTenbHOCTh OOCITYKHMBAIOLIEr0 IMEpCcOHala, a Takke MOpAJOK B3auMOJCHCTBHA
nons3oBatenei ¢ UCII/In Takum oOpa3om, YTOObI B HAaMOObILEH CTENEHN 3aTPYIHUTD UM UCKIIIOUYUTh
BO3MOXKHOCTH peaJIN3aIiy yTpo3 O€30IMaCHOCTH WIM CHU3HUTh Pa3Mep MOTEPh B CIydae X peaanu3aIiim.

['maBHas uenp aAMMHHCTPATUBHBIX MeEp, MNPEANPUHHMAEMBIX Ha BBICIIEM YNPABICHYECKOM
ypoBHe - chopmupoBath [lomutuky uHpopmarmonHoit 6e3omacuoctu [1JIH (oTpaxaronyro moaxoasl K
3ammTe HH(opMaIn) 1 00eCeUnTh €€ BHIITOTHEHNE, BBICISISI HEOOX0AUMBIE PECYPCHI M KOHTPOIUPYS
COCTOSIHUE JIEN.

Peanmzamus [Tomutrkn nadopmanmonnoit 6ezonacHoctu [1/Jn 8 UCIIIH cocTosT 3 mep
aJMUHHUCTPATUBHOI'O YPOBHS U OPraHU3ALMOHHBIX (IPOLEAYPHBIX) MEP 3aIUTHl HHPOPMAIUH.

K anMuHUCTpaTHBHOMY YpOBHIO OTHOCSITCSI PELICHHS PYKOBOJCTBA, 3aTparuBalolIve Jes-
tensHOCT, UCII/IH B memoMm. Otm pemieHus 3akpermsitorcss B [lomutuke wHGOpManuoHHON 0e30-
nacHocTu. [IpumMepom Takux pemeHuit MOTyT ObITh:

- IPUHATHE pelieHUst 0 (OPMHPOBAHMM WM IepecMOTpe KOMILUIEKCHOH NMPOrpaMmbl
o0ecnieuenus 6e3onacuoctu I1/1H, onpeaesieHne 0TBETCTBEHHBIX 32 ee pealn3aumio;

- popMyJIMpOBaHUE IeJiel, MOCTAHOBKA 3aJa4, OlNpeAejieHHe HANPABJICHUH AesATeNb-
HOCTH B obJiacTu 6e3onacHocTu I1/IH;

- o0ecrneyeHrne HOPMATUBHOM (MPaBoOBOii) 6a3bI BONPOCOB 0€30NMACHOCTH U T.II.

[TonuTrka BEpXHETO YPOBHS JIOJIKHA YETKO OUYEPTUTH c(hepy BIUSHUS U OTpaHHYCHHS IPU



onpezaeneHun uesneit 6ezonacuoctu I1/{H, onpenenuts KakuMu pecypcaMu (MaTepraibHble, IEPCOHA)
OHM OYJyT JOCTUTHYTHI M HAUTH pa3yMHBIA KOMIPOMHUCC MEXKAY MPUEMIIEMbIM YPOBHEM
Oe3omnacHocT B PpyHkIHoHATEHOCTRI0 MCITIH.

Ha opranuzaiimoHHOM ypOBHE OINpPENENSIOTCS MPOIEAyphl U TIpaBujiia JOCTYIKECHUS IIeNel U
pemenus 3anad [lonmutuku nadopmanmonnoii 6ezonacHocty [1J[H. DTH mpaBuiIa ONpeacsoT:

- KAaKOBa 00J1aCcTh NPUMEHEeHUA MOJTUTUKHU Oe3onacHocTu [1/1H;

- KAKOBbI POJIH U O0S3aHHOCTH NOJIKHOCTHBIX JIMI, OTBeYalollue 3a IMpoBeJeHHe I0-
JuTHKHU Oe3onacHocTH I1/IH, a Tak ’ke UX YCTAHOBUTH OTBETCTBEHHOCTD;

- KTO uMeeT npasa gocryna k I1/x;

- KAKMMH MepPaMHu U cpejcTBaMu obecnieunBaercsi 3amura [1/1nH;

- KAKMMH MepaMH U CpeJCTBaMH o0ecneYyMBaeTCsl KOHTPOJb 32 CO0JII0IecHHEeM BBe/IeH-
HOT'0 peKuMa 0e30MacCHOCTH.

OpFaHI/ISaHI/IOHHHC MCPbI JOJIPKHBI:

- IpeycMATPUBATh perjJaMeHT HH(OPMAUMOHHBIX OTHOLIEHHWiH, HUCKIIOYAIINX BO3-
MO’KHOCTH HECAHKIIMOHUPOBAHHBIX 1eHCTBHI B OTHOIIEHUH 00BEKTOB 3aIIUThHI;

- onpeaessiTh KOAJMIHOHHbIE M HepapXuyecKHe NMPUHIMIBLI M MeTOAbl pa3rpaHUYeHust
pocryna k ITIH;

- onpefesATbL NMOPAAOK PadoThl ¢ NMPOrpaMMHO-MATEeMATHYECKMMH M TEeXHHYeCKUMH
(anmapaTHble) CpeICTBAMH 3AIUMTHI M KPUNITO3ALUTHI M APYrUX 3alIUTHBIX MEXaHNU3MOB;

- opranu3oBatb Mepbl nporuBoaeiicrusi HCJl moab3oBaTeiasMM Ha 3Tanax ayTeHTH-
(puxanumu, aBTOpU3aUMM, HICHTUGUKANMHN, 00eCTIeYNBAOIIMX TAPAHTHH peaIM3alMu NpPaB U
OTBETCTBEHHOCTH CY0beKTOB HH(OPMAIMOHHBIX OTHOLIEHMIA.

B opranuzanuoHHble Mepbl JOKHBI COCTOSATh U3:

- peraamenTa gocryna B nomemennss UCIIH;

- IOPA/AOK JO0IYCKAa COTPYIHHKOB K HCcHoJb30BaHHIO pecypcoB MCIIAn MJAOY «//c¢
Nel110»;

- perjiaMeHTa NMPOIECCOB BeldeHHs1 0a3 JaHHBIX M OCYIIECTBJIEHUS MOIM(PUKANUM HH-
(opManmoHHBIX pecypcoB;

- perjiaMeHTa MPoIEecCOB 00CTYKMBAHUSA U OCYLIECTBJICHHUSI MOAU(PUKALUM aNMAaPaTHBIX
U nporpamMmmubix pecypcos UCII/In;

- uHcTpykumid noab3oBarteneid MCIIAn (agpmunmcrparopa MCII[AH, agmuHucTpaTopa
oe3onacHocTH, oneparopa UCII/In);

- HHCTPYKUHUS M0J1b30BaTe/Isl PH BO3SHUKHOBEHUH BHEIITATHBIX CUTYAIUIA.

6.4. ®uznueckue Mepbl 3aIUTHI

Ouzndeckre MEphI 3alUThl OCHOBAHBI HA PUMEHEHWH Pa3HOTO POja MEXaHWIECKUX, dJIEKTPO-
WIA DJIEKTPOHHO-MEXaHUYECKMX YCTPOWCTB W COOPYKEHHWH, CIENUATbHO NpPETHA3HAYCHHBIX IS
co3manns (PU3MUECKUX MPENATCTBUIA Ha BO3ZMOKHBIX IyTSAX MPOHUKHOBEHUS U JOCTYIA TIOTEHIINATBHBIX
HapylIuTenae K KOMIOHEHTaM CHCTEMbI U 3allliiiaeMoi HH(OpMalny, a TaKkKe TEXHUYECKUX CPE/ICTB
BU3YaJIbHOTO HAOIIOACHUS, CBSA3HM U OXPAHHOM CUTHAIM3ALINY.

duznyeckas 3alMTa 3JaHUM, MOMEIIEHU, OObEKTOB M CPEACTB MHPOpPMATH3ALMH JTOJKHA
OCYIIECTBISATHCS MYyTEM YCTAHOBJIEHHSI COOTBETCTBYIOIIMX IMOCTOB OXPaHBI, C MOMOLIbIO TEXHUYECKUX
CPEICTB OXpaHbl WM JIOOBIMH JPYTMMHU CIOCOOaMH, MPEJOTBPALIAOIIMMUA MM CYLIECTBEHHO
3aTPYIHSIOUIMME MPOHUKHOBEHHE B 3JaHME, MOMEIICHHS NOCTOPOHHMX JIUI], XWIIEHHE HH(pOopMa-
IIMOHHBIX HOCHTENEH, caMHuX CpencTB HH(OpPMATHU3AlWK, HUCKIIOYAOIINMU HAXO0XJICHWE BHYTPHU
KOHTPOJIUPYEMOi (OXpaHSIEeMOM) 30HbI TEXHUUYECKUX CPEICTB Pa3BEIKH.

6.5. AnnapatHo-nporpaMMHbie cpeacTsa 3amuThbl [1n

Texunueckue (aHHapaTHO-HPOFpaMMHBIe) MCPbI 3alllUTbl OCHOBAHbI Ha HMCIIOJb30BaAaHHUU
Pa3JINYHBIX JJICKTPOHHBIX YCTPOﬁCTB U CIICHHUAJIBHBIX IIpOTrpaMM, BXOJAIIUX B COCTaB I/ICHI[H u
BBITTOJIHAOIINX (C&MOCTOHTCJ’ILHO HJIN B KOMIIICKCE C APYIrUMHU Cpe,Z[CTBaMI/I) (I)yHKLII/II/I 3alllUThI



(MaeHTUPUKAIMIO U ayTeHTU(UKAIMIO TOJb30BaTeNiel, pa3rpaHUYEHUE JOCTyNa K pecypcam, peru-
CTpaLHio COOBITHIA, KpUITOTpaduUecKoe 3aKphITHE HHPOPMAIMH U T.11.).

C yuyeToMm Bcex TpeboBaHMM 1 MpUHIUIIOB obecnieuenus 6ezonacHocTu I1/In B UCII/{a o Bcem
HaIpPaBJICHUSIM 3aIIUTHI B COCTaB CUCTEMbI 3aLIUTHI IOJKHBI OBITH BKIIFOUESHBI CJIEAYIOLINE CPEICTBA:

- cpencTBa uaeHTHGUKAUN (OMIO3HABAHMSA) M ayTeHTH(UKAIUK (TOATBEPKICHUS
NoIMHHOCTH) moJib3oBateaeid MCIL/IH;

- CPeACTBA pa3rpaHUYeHHs J0CTYIA 3aperMCTPUMPOBAHHBIX IOJb30BaTesleil CHCTeMbl K
pecypcam UCITIn MIOY «/I/c Ne110»;

- cpeACTBa o0ecnevYeHusl U KOHTPOJISA LeJI0OCTHOCTH MPOTrPAMMHBIX M MHGOPMALMOHHBIX
pecypcoB;

- CpecTBa ONePATHBHOIO0 KOHTPOJISA M PerucTpauuu coObITHII 0e30MACHOCTH;

- kpunrorpadpuyeckue cpeacrsa samutsl I1/H.

VYcnenHoe npuMeHeHHe TEXHUYECKUX CPEJICTB 3alIUThl HA OCHOBAHUU MPUHIUIOB (pa3aen 5)
MPENOJIaraeT, YTO BBHITIOJHEHHE MEPEUNCIICHHBIX HIDKE TpeOOBaHMii 00eCrieYeHO OpraHu3alliOHHBIMU
(aIMUHUCTPATUBHBIMU) MEPAMU M UCTIOJIb3YEMBIMU (PU3UYECKUMU CPEICTBAMH 3aIUTHI:

- o0ecnieuena ¢puznyeckas HeJOCTHOCTH BeeX KoMNnoHeHT UCII/IH;

- KaXAblil coTpyaHUK (moab3oBatenab UCII/In) niau rpynna noiab3oBarteseid umeer
YHHKAJIbHOE CHCTEeMHOEe MMl H MUHMMAJIbHO He00X0AuMBbIe /IS BHINOJHEHUs] UM CBOUX
(pYHKIHOHATBHBIX 00513aHHOCTel MOJTHOMOYHMS 110 IOCTYILY K pecypcaM CHCTeMblI;

- BCce M3MeHeHUs KOH(Urypannu TexHudeckux u nporpammubix cpeacts UCII/In
NPOU3BOAATCS CTPOr0 YCTAHOBJIEHHBIM MOPSAKOM (PerHCTPUPYIOTCH M KOHTPOJIHUPYHOTCS)
TOJIbKO HA OCHOBAHUM pacnopsizkeHuil pyxkosojacTsa MY "VYnpasienue oopazoBanus " aj-
munuctpanun MOT'O "Yxra'";

- ceTeBOe 000py10BaHue (KOHIEHTPATOPbI, KOMMYTATOPbl, MAPIIPYTHU3ATOPHI U T.IL.)
pacnoJiaraercsi B MecTax, HeJIOCTYNHBIX VIl MOCTOPOHHUX (CHENUATbHBIX MOMEIeHUsIX,
mkadax, u T.11.);

- cnequanaucraMmu MY "Ynpasiaenue o0pasoanusa " agmuHucrpanuun MOI'O "Yxra"
OCYLLIeCTBJISIETCSl HeNpepbIBHOE YNpPaBJieHHe W AJMHHUCTPATUBHAS NOMAePKKA (YHKIUOHU-
POBaHMs CPeICTB 3allUThI.

"

7. KOHTPOJIb S®PEKTUBHOCTU CUCTEMbI 3ALIIUTHI UCIT/In

Kontpons s¢pdexruHocTrn C3II[IH nomkeH OCYyHIECTBISETCS HAa NEPUOJUUYECKONW OCHOBE.
Lenbto KOHTPOJS 3((HEKTUBHOCTH SIBISIETCS CBOSBPEMEHHOE BBISBICHUE HEHAUICKAIIUX PEKHMOB
paboter C3IIIH (OTKIIOYEHHE CPEACTB 3aLIMTHI, HAPYIICHHE PEKUMOB 3aIlUTHI, HECAHKIMOHHPO-
BaHHOE M3MEHEHUE PEKMMa 3allMThl U T.II.), & TaK NPOrHO3UPOBAHUE U MPEBEHTUBHOE pearupoBaHUE
Ha HOBbIE yrpo3bl 6e3omacHoctu [1/1H.

KoHTponb MoxkeT mpoBoauThCs Kak aaMuHucTparopamu 6e3zonacnoctu MCII/IH (onepaTuBHBbIMA
KOHTPOJIb B Tiporiecce nHpopmanmonHoro Bzaumonerictsusi B UCII/IH), Tak u mpuBIIeKaeMbIMHU ISt
9TOM 1ENH KOMIETEHTHBIMH OPraHU3alUsSIMH, UMEIONIMMU JIMICH3WI0O Ha 3TOT BHJ JIEATEIBHOCTH, a
taxxke ®CTOK Poccun 1 ®Ch Poccun B npesiesiax ux KOMIETEHIUH.

KoHTposb MOXET OCYHIECTBIATBCS aIMUHHCTPATOPOM OE30MaCHOCTH Kak C IOMOIIBIO
IITATHBIX CPEJCTB cUcTeMbl 3amuThl [1/IH, Tak U C MOMOIIBIO CIEIMAIBHBIX MPOrPAMMHBIX CPEJICTB
KOHTPOJISL.

Ouenka >¢gdextuBHocTr Mep 3auuThl [I/[H mpoBOaUTCS ¢ MCHONB30BAaHUEM TEXHUYECKUX U
MPOrpaMMHBIX CPEACTB KOHTPOJISI HA IPEIMET COOTBETCTBHUSL YCTAHOBIEHHBIM TPEOOBAHUSIM.

8. COEPBI OTBETCTBEHHOCTHU 3A BE3OITACHOCTSD I1/In

OTBETCTBEHHBIM 3a pa3pabOTKy Mep W KOHTPOJh Haja oOecredeHrueM Oe30MacHOCTH Iepco-
HAJBHBIX JaHHBIX sBisgeTcs 3aBenyrommii MJIOY «/I/c Nel10». 3aBemyromuii MOXET JEIETHPOBATH
4acTh MOJHOMOYHH 1O 00ecreueHuIo 0€30MacHOCTH MEPCOHATBHBIX JAHHBIX.



Cdepa OTBETCTBEHHOCTH PYKOBOJUTENS BKIIIOYACT CJEAYIOIIME HANpaBiieHUs oOecreyeHus
oe3onacnoctu [1)[H:

- [InanupoBanme U peagusanus Mep no odecnedenuro desonacuoctu I/1H;

- AHasus yrpo3s o6esonacuoctu I1/1H;

- PazpaboTky, BHeJApeHHe, KOHTPOJIb HCHOJHEHUS W TOAJep:KAHHE B aAKTYAJbHOM CO-
CTOSIHUM TIOJMTHK, PYKOBOJACTB, KOHIENIHI, MPoueayp, perjiaMeHTOB, HHCTPYKIHUI U APYyrux
OPraHM3aUMOHHBIX IOKYMEHTOB 10 o0ecre4eHHI0 0e301aCHOCTH;

- Kontpoas 3amumennoctd UT undpacrpykrypsr MIAOY «I/c Nell0» ot yrpoz Ub
MmyTeM;

- O0yuenue u uHpopmupoBanue noan3oareieil UCIIIH, o mopsake padorsl ¢ I/[H n
CpPeACTBAMH 3aILMThI;

- IlpenoTBpamienue, BbISIBJeHHEe, pearMpoBaHHMe M pacciel0BaHUe HapylleHMil 0e30-
nacaoctu I11H.

[Tpu B3anMOeCTBIM CO CTOPOHHUMHU OPTaHU3AIMSMHU B CITy4asiX, KOTJa COTPYAHUKAM 3THX
OpraHM3aIHid PEIOCTABIISAETCS JOCTYI K 00BEKTaM 3aIIuThI (pas3aen 3), ¢ STUMH OpraHU3alUsIMU
JOJKHO OBITH 3aKiTr04eHo «Cornamienue 0 KOHQUICHIMAaIbHOCTHY, 100 «CoramieHue o
coOmronennu pexxuma 6esonacHocty [1/]H npu BeimoHeHnu padot B UCI In».

9. MOJAEJIb HAPYIIUTEJIAA BE3OITACHOCTH

ITon napymutenem B OB (OMCY) nonumMaeTcs JIMIo, KOTOPOE B Pe3y/IbTaTe yMbIIUIEHHBIX
WJIM HEYMBIIJICHHBIX IEHCTBUI MOKET HaHECTH yiepO oObekTaM 3aiuThl (pa3aen 3).
Hapymurenu noapazaenstorcst no npusHaky npuHaiexxaoctd Kk UCIT/IH. Bee napymmrenn
JIENATCS Ha JIBE TPYMIbL:
* BHeIIHHE HAPYLIHUTEJH - (U3MUECKUE JIMIA, HE HMMEIOUIMe TpaBa NMpeObIBaHHUS Ha
TEPPUTOPUN KOHTPOJUPYEMOU 30HBI, B NpeJesiax KOTOpOM pa3meraercs o0opyno-
Banne MCII/Ix;
* BHYTpPeHHHE HAPYLIMTEJH - (QU3NYECKHE JIMIA, UMEIOIINE TpaBo NpeObIBaHHUS Ha
TEPPUTOPUN KOHTPOJIIMPYEMOI 30HBI, B Ipeaenax KOTOpOH paszmMeriaercs obopyo-
Banue VCII/H.
Knaccudukarmus HapymuTeneid npeactasieHa B Moaenn yrpo3 0€30MacHOCTH MEPCOHATbHBIX
nanabIX kKaxaon MCII/IH.

10. MOJEJIb YI'PO3 BE3OITACHOCTHU

Jos UCII e MOV «/I/c Nel10» - BBIZENSIFOTCS CIEIyIOIIAE OCHOBHBIE KAaTETOPUH YTIPO3
0€30MacCHOCTH MEPCOHANBHBIX JaHHBIX:

1) YTpo3bl OT yTEUKH 110 TEXHUYECKUM KaHaJIaM.

2) Yrpo3sl HECAHKITMOHUPOBAHHOTO AOCTYIA K HHPOPMAIIUK:
- YIpo3bl YHUYTOXEHUS, XWIleHus ammapaTHeix cpeacts UCIIIH HocuTenelr mHbOpMAIMKU MyTeM
¢uznyeckoro nocryna k anementam UCIIIH.
- YTpo3bl XUIICHNS, HECAHKIITMOHUPOBAHHOW MOTU(MUKAINN WU OJOKHPOBAHHUS WHPOPMAITUH 32 CUET
HecaHkImonnpoBanHoro aoctyna (HCJl) ¢ npuMeHeHreM nporpaMMHO-aNNapaTHBIX U MPOTPAMMHBIX
CpeAcCTB (B TOM YHCJIC TPOTPAMMHO-MAaTEMaTHUYECKUX BO3ICHCTBUI ).
- VYrpo3sl He TpeIHAMEpPEHHBIX NEeWCTBHM TMONb30BaTENied W HApYIICHUH 0e30MacHOCTH (PYHKITHO-
nuposanus UCIIIn u C3I1/In B ee cocTraBe u3-3a cO0OEB B MPOrpaMMHOM OOECIIEYCHUH, a TAKKE OT
yIrpo3 HEAHTPONOTeHHOro (cOOeB ammaparypbl HU3-3a HEHAJEKHOCTH HJIEMEHTOB, COOEB 3JIEKTPOIIU-

TaHUs) U CTUXUHHOTO (yIapOB MOJIHUH, T0KapOB, HABOJAHEHUH U T.I1.) XapakTepa.
- Yrpo3bl IpegHaMEPEHHBIX JACHCTBUI BHYTPEHHUX HAPYIIATEIICH.

- YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYTIA IO KaHajlaM CBS3H.
Onucanue yrpo3, BEpOSTHOCTh MX peali3allii, ONAaCHOCTh U aKTYaJdbHOCTh MPEACTaBICHBI B
Monenu yrpo3 6€301macHOCTH IMePCOHATBHBIX TaHHBIX Kakmor MCIT/IH.



11. MEXAHU3M PEAJIM3ALIMUA KOHIEIIIUA

Peanuszanus KoHuenuuu nosKHa OCYIIECTBISATHCS HAa OCHOBE NEPCHIEKTUBHBIX MPOTrpaMM M
IUTAHOB, KOTOPBIE COCTABJIAIOTCS HA OCHOBAaHUM U BO UCIIOJIHEHUE:

- efepaibHBIX 3aKOHOB B 00;1acTH oOecrieyeHusi WHGOPMANMOHHOI 0e30MACHOCTH U
3alIMTHI HHPOPMALUHN;

- moctanoBjJeHuii IlpaBurenbcTBa Poccniickoit @enepannu;

- PYKOBOASIIIMX, OPraHU3AIMOHHO-PACTIOPSIAUTENbHBIX U METOANYECKMX JOKYMEHTOB
DOCTIK Poceun;

- norpedHocTeii UCII/{n B cpeacTBax obecneyenuns 6e30MacHOCTH HH(POPMALMU.

12. OJKUJAEMBII D®®EKT OT PEAJTU3ALIMM KOHLETIIIMHA

Peanuzanus Konnenmuu 6e3onacHoctu [1/1n 8 UCIT/IH mo3BoauT:

- OHeHHTb cocrosiHue OezonmacHoctd wuHGpopmanuu MHCIIJH, BBIABHTL HCTOYHHMKHU
BHYTPEHHHUX M BHEIIHMX Yrpo3 MHGOPMAIHOHHOH 0e30IaCHOCTH, ONpeleJUTh NPHOPHTETHBIE
HAINIPABJICHUS NPeI0TBPALLleHUs], OTPA’KeHNs U HeHTPpaIu3aluu dTHX yIPo3;

- pazpadorarb pacnopsiiuTe/]bHble U HOPMATHBHO-METOAMYECKHEe NOKYMEHTbI IpHMe-
HureabHo kK UCIL/H;

- npoBecTu Kiaaccuurkanuio u ceprudpuxanuo UCIAn;

- IPOBECTH OPraHU3aALMOHHO-PEe:KMMHbIC H TeXHUYeCKHe MepONpHUATHSA 10 o0ecre4eHUuIo
oezonacuoctu I1/In 8 UCIIH;

- 00ecneynTH HEOOXOAUMBII YPOBEHb 0€30IACHOCTH 00bEKTOB 3al[UTHI.

OcylIecTBI€HNE 3TUX MEPONPUATHI 00eCreYnT CO3AaHMe €IMHOM, LEIOCTHOW M CKOOPIH-
HUPOBAHHOW cucteMbl MH(popMmarroHHoit 6e3onacHoctu VCII[IH u co3gact yciaoBus i ee Jallb-
HEHIIero COBepUICHCTBOBAHUS.

13. CIIMCOK UCITIOJIb30BAHHbBIX NICTOYHUKOB

OCHOBHBIMH HOPMATHBHO-IIPABOBBIMH M METOJUYECKUMH JOKYMEHTAMH, HAa KOTOPBIX 0a3u-
pyeTcs Hactosimas KoHnenuus siBisitoTes:

1 denepanbubiii 3akoH ot 27.07.2006 r. Ne 152-03 «O mepcoHanbHBIX AaHHBIX» (nanee - O3
«O mepcoHaNIbHBIX JaHHBIX)»), YCTAHABIMBAIOUINI OCHOBHBIC TIPUHIMIIBI U yciaoBusi oOpadorku I[1/1H,
npaBa, 00SI3aHHOCTU M OTBETCTBEHHOCTh Y4aCTHHKOB OTHOLICHUH, CBA3aHHBIX ¢ 00padoTkoii [1/1H.

2 «Ilomoxxenune 00 obecriedyeHUH OE30MACHOCTH MEPCOHATBHBIX JAaHHBIX NMPH X 00paboTKe B
MH(QOPMAIIMOHHBIX CHCTEMaX IEPCOHATBHBIX JaHHBIX», yTBepxaeHHoe [locranoBnenuem IIpaBu-
tenscTBa PO o1 17.11.2007 1. Ne 781.

3 «Ilopsimox mpoBeneHusI KiaccuGukanui HHPOPMAITMOHHBIX CUCTEM MTEPCOHANBHBIX JTAaHHBIX),
yrBepxkaAcHHbI coBMecTHBIM [Ipukazom ®CTOK Poccum Ne 55, ®CB Poccum Ne 86 u Mu-
HuHpOpMCBs3u PO Ne 20 ot 13.02.2008 r.

4 «Ilonoxenne 00 0COOCHHOCTSIX 0OpabOTKM MEPCOHAIBHBIX MaHHBIX, OCYIIECTBISIEMON Oe3
WCTIOJIb30BaHMS CPEACTB aBTOMATH3alumu», yTBepxkacHHoe [loctanoBnennem [IpaButensctBa PO ot
15.09.2008 r. Ne 687.

5 «TpeboBaHusi K MaTepUAIBLHBIM HOCUTEISIM OMOMETPHUYECKUX TEPCOHANBHBIX JAHHBIX U
TEXHOJIOTHSIM XPAHEHUS] TaKWX JaHHBIX BHE WH(POPMALMOHHBIX CUCTEM IEPCOHAIBHBIX JIaHHBIXY,
yrBepxaeHHble [loctanoBnenuem [IpaBurensctBa PD ot 06.07.2008 1. Ne 512.

6 HopmaTuBHO-MeTOAMYECKHE JOKYMEHThl DenepanbHON CIy:KOBI 1O TEXHUYECKOMY U
JKCIepTHOMY KoOHTpoito Poccuiickoit @enepanyu (nanee - O®CTIK Poccun) mo obecnedeHuro
6e3omacuoctu [1/1a mpu ux o6padorke B UCIT/IH:

7 PexomeHmauu o o0ecTieyeHII0 0€30TTaCHOCTH TIEPCOHANBHBIX JAHHBIX TIPU UX 00paboTke B
WH(POPMAITMOHHBIX CUCTEMax TEPCOHATBHBIX MaHHBIX, YTB. 3aMm. mupekropa @CTOK Poccun 15.02.08
r. (ACII)



8 OcHOBHBIE MEPONPUATHS MO OPTraHU3alMU M TEXHUYECKOMY OO0ECIeYeHUI0 0e30macHOCTH
NEPCOHAIBHBIX JIAHHBIX, 00pabaThIBaeMbIX B MHPOPMALIMOHHBIX CUCTEMaX MEPCOHAIBHBIX TaHHBIX, YTB.
3am. nqupektopa ®CTIK Poccum 15.02.08 1. (JICII)

9 Ba3zoBast Monenb yrpo3 0€30MacHOCTH MEPCOHAJBHBIX JAaHHBIX NpHU HUX 00pabOTKe B WH-
(bOopMaIIMOHHBIX CUCTEMAax MEPCOHATBHBIX NaHHBIX, YTB. 3aMm. nupektopa ®CTIOK Poccun 15.02.08 r.
(ACII)

10 Meronuka omnpeneneHus akTyaJbHBIX yrpo3 0€30IMacHOCTH MEePCOHANBHBIX JaHHBIX HPU MX
00paboTke B WH(POPMAIMOHHBIX CHUCTEMax NEPCOHAIBHBIX JaHHBIX, YTB. 3aM. aumpekropa PCTIK
Poccun 15.02.08 r. (JICIT)



